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The Improving Your Brand Issue 

Part 1: Fighting Back 
By Peter Aggus 

We rely on access to the internet for much of our critical business - lose that 
access and how do you process payments, deal with e-mail or serve your 
web clients? 

The simple answer is that you don't. 

In an instant your e-commerce stops - dead. Electronic attacks are much 
easier than you might think. 

Read More 

 

Inside 
Changing the IT Brand - By Ellen Koskinen-Dodgson 

IT has traditionally had the image of a band of techno
-sorcerers - all-powerful and a little intimidating. 
While it's cool to feel all-powerful, if your user groups 
aren't comfortable approaching you with questions 
and 'what-ifs', then you've failed in your branding. 

Leadership Style: The Difference that Makes the 
Difference - By Thomi Glover 

In today's highly competitive environment, leaders 
often neglect the basics of leadership and use their 
power to achieve results. The implied "because I said 
so" just doesn't work anymore, but there's good 
news: To experience greater personal effectiveness, 
employee commitment and higher performance, 
learn about your own leadership style. 

Why IT Governance Matters - By Alan Bajkov 

The days of 'What Happens in IT Stays in IT' are long 
over. IT has become everyone's business, all the way 
up to the board. Organizations with poor IT govern-
ance are open to lawsuits and worse. The good news 
is that moving to good IT governance can be a fairly 
painless process. 

CIO for Hire 
Clients smaller than 
$300 Million per year 
in revenues likely don't 
have a CIO. They need 
one but can't afford 
one. 

A CIO is a very senior 
IT leader that under-
stands business driv-
ers and can speak the 
language of the CEO, 
COO and CFO. The 
CIO works with IT staff 
and managers to plan 
and budget. 

TMC can assign a CIO 
to work with clients on 
a part time basis. One 
to two days a month 
can translate into 
more confident staff 
and better financial 
decisions. 
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thousand computers called 
‘zombies’ or ‘bots’. Collectively 
these are referred to as a ‘bot-net’ 
and they are available for contract 
hire by an attacker. The bot-net 
will simply be instructed to send a 
storm of packets to overload your 
network (see sidebar). Just a few 
keystrokes is all it takes. 

How big is the threat? Today’s 
attacks often create a storm of 
packets at a data rate exceeding 
400 Gbps and that is likely to 
double by the end of next year. 
What is your maximum data rate—
how will your network cope with 
that sort of assault? 

Fighting Back 
To do it yourself you will need 
sufficient bandwidth to cope with 
the flood of traffic. You will also 
need a firewall capable of 
processing packets at the rate they 
are delivered and rejecting the 
attack packets. All this cleaning, or 
‘packet scrubbing’, takes time and 
processing power. Because of the 
cost and the fact that the 
processing capacity is not normally 
needed, many companies choose 
to contract out the job to a cloud 
service. 

The changes needed to clean the 
traffic may cause issues if a 
temporary IP address used appears 
on a blacklist because of a previous 
use. You will suddenly find that 
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Cyber Attacks – Part 1: Fighting Back 
By Peter Aggus 
We rely on access to the internet for much of our critical business – lose that access and how 
do you process payments, deal with e-mail or serve your web clients? The simple answer is 
that you don’t. In an instant your e-commerce stops—dead. Electronic attacks are much easier 
than you might think. 

your corporate mail server is now 
classified as a blacklisted service 
and your customers will reject 
your e-mail. Your DDoS fix causes 
another problem and your 
customers suffer–the ‘law of 
unintended consequences’. 

Who are the Zombies? 
Look in a mirror! We are all 
vulnerable to ‘Trojan’ software, 
which hijacks the host machine–
turning it into a zombie. Not all 
virus scanners will identify all 
Trojans, particularly if they are 
dormant much of the time. Your 
office computers may ‘wake up’ as 
part of a bot-net, available for 
contract as free and anonymous 
computer power to anyone with 
money and a grudge. Your 
computer does the dirty work, 
screening their identity—and you 
get the blame. 

Best Practices 
Actively look for malware and 
unwanted network activity on a 
regular basis. Partition your 
network so public interface 
attacks have less impact on your 
core business. Most of all – be 
prepared for the worst and have a 
plan ready to cope. It’ is not ‘if’ it 
will happen – it is ‘when’ you will 
get hit. 

We Are All Vulnerable 
From individuals at home to global 
corporations, everyone is 
vulnerable. 

Network ‘firewalls’ inspect all 
incoming packets. Wanted ones 
are passed to a server and 
unwanted ones are discarded. 
Packets, like ‘ping’, trigger an 
automated response. All require 
processing, and a firewall can 
handle only a finite number per 
second. Exceed that limit, the 
device crashes and you are out of 
service . 

If someone decides to target you—
then you will be attacked. 

War of the Zombies 
A Distributed Denial of Service 
(DDoS) attack uses several 

Peter, as an engineer and technology management consultant, has developed innovative and cost-effective solutions for clients in many 
industries. 

Two Ways to Generate 

Overload 
HTTP GET requests asking the 
server to send a web page. Tens of 
thousands of zombie computers 
can each send dozens of requests 
per second. 

SYN floods—abusing a simple in-
ternet handshake. The zombies 
send thousands of SYN requests, 
using a false IP address. The tar-
geted server responds  with SYN-
ACKs and the software process 
hangs, waiting for responses which 
never comes. 



optimists 

about how long it takes to 

complete a given task, plan in 

unassigned capacity to keep 

promised timelines on track. Your 

workload management system 

also helps you see trends, 

predicting when additional staff 

will need to be added. 

It’s important to find out how well 

you’re meeting user needs. Your 

own metrics will let you know if 

you’re meeting Service Level 

Objectives but you need a user 

satisfaction feedback process to 

really find out how you’re really 

doing. I’ll look at how to collect 

user satisfaction feedback in our 

January issue. 

All IT departments change in 

response to specific user requests. 

However, waiting for a specific 

request won’t catch the need for 

change resulting from new, 

unspecified needs, changed user 

expectations and new 

technologies. The Guiding 

Principles need to be revisited on a 

regular basis, so reconvene the 

Technology Committee for an 

annual workshop. 

Changing the IT Brand 
By Ellen Koskinen-Dodgson 
IT has traditionally had the image of a band of techno-sorcerers – all-powerful and a little 

intimidating. While it’s cool to feel all-powerful, if your user groups aren’t comfortable 

approaching you with questions and ‘what-ifs’, then you’ve failed in your branding.  

Why the Bad Name? 
Do your user groups say “No one 
understands IT because they talk 
techno-geek” or “IT is always so 
busy” or “IT always says no”? If so, 
it’s time to make some serious 
changes. If you’re not 
approachable, some user 
departments will create their own 
‘shadow IT’ groups ‘to get things 
done’.  

Rebranding 
Build your brand in just the same 

way that any brand is built.  

Decide on what you’d like for your 

brand.  For example, IT’s mission is 

to provide technology support to 

users in the organization to enable 

them to achieve their 

departmental objectives more 

easily and effectively.  

Working directly with user groups 
is critical – if they’re involved in 
the planning, they’ll understand 
and support the resulting 
processes and policies. Engaging 
the right users is often done 
through a Technology Committee 
which takes on IT transformation 
as a task. 

Jointly develop a set of guiding 

principles which would likely 

include a general discussion of 

service quality, reliability, security/

privacy, and support for user 

devices.  It would also discuss how 

IT should interact with user 

departments. 

The Technology Committee 

should develop a basic service 

catalogue, service level objectives 

and acceptable use and other 

policies.  If IT services are charged 

back to departments in your 

organization, guide them through 

the options and implications, 

including how to incent desired 

behaviours.  

Making it Work 
You need a workload 

management system to measure 

what you’re doing, how long it 

takes to complete various tasks 

and, knowing the available 

resources, to allocate work in 

order of priority. Close the loop, 

recording actual time usage for 

more accurate planning of needed 

resources. Since we’re all 
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Some user  

departments  

will create their 
own ‘shadow IT’ 

groups 



around when they developed 
their awareness and 
developed this emotional 
intelligence.  

 Where to Begin? 
Start by asking the people 
who work for you and with 
you…”What do you need 
from me?”  And “What 

difference would it make to you if I 
could provide that for you?”  
These are powerful words on so 
many levels. 

There are also some simple but 
effective assessment tools that 
clearly identify your leadership 
style and needs as well as the 
needs and style of others.  When 
this kind of information is 
“unpacked”” with individuals and 
teams who really want to ramp up 
their performance, there is a 
delight as they see that they are 
becoming more effective. They 
also have more energy for what 
matters rather than having so 
much of it consumed by 
interpersonal tension or outright 
conflict.  Best of all, everyone is 
more engaged and more 
productive.  Some leaders even 
report a decline in departmental 
sick time.   

Leadership Style: The Difference that Makes the 
Difference 
By Thomi Glover 
In today’s highly competitive environment, leaders often neglect the basics of leadership 
and use their power to achieve results.  The implied “because I said so” just doesn’t work 
anymore, but there’s good news: To experience greater personal effectiveness, employee 
commitment and higher performance, learn about your own leadership style. 

In the Military 
One of my Masters 
students in the Royal 
Roads School of 
Leadership, an active 
Rear Admiral in the 
Canadian Navy, had 
enrolled “to learn how to 
lead in a different way 
because the old way just doesn’t 
work anymore.” This has become 
evident in many disciplines but 
none more so than the tech sector. 

A Tailored Approach 
Technical staff can perform 
wonders if they’re committed and 
productive. This requires 
managers with credibility, which 
depends both on their technical 
expertise and their ability to 
respond to their people in ways 
that make them comfortable. But 
what encourages engagement and 
contribution from one person may 
not work as well with another.  We 
all have preferred ways of using 
time, approaching tasks, 
managing details, approaching 
relationships and expressing 
ourselves.  These preferences are 
innate and they all impact our 
engagement and productivity.  
Your ability to manage effectively 
requires a willingness and ability 
to adjust your own personal style 

to connect effectively with the 
people you are leading.  

Getting to “Ah Ha” 
As an Executive Coach, the real 
issue with my clients is rarely 
whether their colleague or 
employee knows how to do what 
needs to be done.  Our 
organizations have lots of very 
competent people.  No, the 
challenge is the tension that 
develops when people can’t 
connect, often because of a clash 
of their personal views of what is 
important in how they do what 
they do.  Often they don’t even 
see the problem until, through 
some questions and explorations, 
there is an “ah ha” moment - and 
“Oh now I get it.”   

This exploration process is called 
‘Emotional Intelligence’ and it can 
be learned.  I’ve seen many 
examples of people who have hit a 
wall in their careers, then turned it 
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Boss vs. Leader 

 Commands 

 Inspires Fear 

 Says “I” 

 Takes Credit 

 Applies Blame 

 Asks 

 Inspires good will 

 Says “we” 

 Gives credit 

 Solves Problems 

 

http://www.tmcconsulting.ca


appropriate measurements 
that will inform the Board that 
IT is delivering on the 
strategic, tactical and 
operational requirements? 

3. Key Risk Indicators (KRIs): Are 
the risk and resource 
management strategies 
providing the Board with the 
assurance that risks are 
identified, assessed and 
mitigated to the required 
degree? 

KGIs are powerful, ensuring that IT 
invests its resources in areas that 
support organizational goals – 
making clothing instead of 
modifying a picnic table. Defining 
goals makes it easy to determine if 
IT is doing the right work. 

Identifying KPIs and KRIs, while 

not trivial to accomplish, is vital. 

Key Indicators can provide senior 

management and the Board with a 

dashboard that easily identifies 

when corrections are required. 

Like the earliest cars, IT has 

operated without dashboards 

quite well, but just like the cars of 

old, a problem could come ‘out of 

nowhere’ and everything stopped 

until the problem was corrected.  

  

Why IT Governance Matters 
By Alan Bajkov 
The days of ‘What Happens in IT Stays in IT’ are long over. IT has become everyone’s 

business, all the way up to the Board. Organizations with poor IT governance are open to 

lawsuits and worse. The good news is that moving to good IT governance can be a fairly 

painless process. 

Viewed from the Top 
IT Governance (ITG) is a process 

that outlines the roles, 

responsibilities and 

accountabilities to ensure that IT 

investments are meeting 

acceptable levels of oversight 

required by owners and 

shareholders. Ineffective IT 

governance can lead to 

substandard performance and 

priority setting that might be 

judged to be inappropriate, 

arbitrary, or political. Much worse, 

it also can lead to a heightened 

risk exposure.  

Many Boards have determined 
that an effective model for good 
ITG framework is that put forward 
by ISACA (the Information 
Systems Audit and Control 
Association) and supported 
through their spin-off 
organization, ITGI (the IT 
Governance Institute).  

With good ITG, IT management 

continues to be responsible for 

three of the four dominant 

activities of the governance 

model: Plan & Organize, Acquire & 

Implement, and Deliver & 

Support. The difference is that 

Senior Management/Board now 

takes on a high level responsibility 

for the forth dominant activity, 

Monitor and Evaluate.  Part of 

steering the ship now includes 

keeping it on track. 

We’re Too Nice 
The old way of running IT was to 

try to please everyone, to over-

promise, and as a natural 

consequence, to under-deliver. 

Help was offered because help was 

requested. If you ran a clothing 

factory this way, the factory 

would, in addition to making 

clothes, be trying to produce 

everything else that any employee 

requested – chairs and wall-maps 

and mini-fridges. It would also 

modify products from other 

factories. 

Achieving Good ITG 
In order to achieve the desirable 
outcomes of good ITG, implement 
a measurement and monitoring 
capability that focuses on three 
areas: 

1. Key Goal Indicators (KGIs): 
What are the major events and 
issues that determine good 
ITG? 

2. Key Performance Indicators 
(KPIs): What are the 
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If IT was a  

factory, it would  

be modifying  

products from  

other factories. 


