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The IT Guide to Radio Issue 

Just When You Thought You Were Safe—PANs 
and BANs 
By Ellen Koskinen-Dodgson 

We tend to think of WiFi and cellular when we think of radio in the workplace. Un-
fortunately that’s just the beginning. Beyond IEEE standard 802.11, there are lots 
of other standards in existence and in the works. The IEEE 802.15 standard, Person-
al Area Networks (PANs) and Body Area Networks (BANs), is changing fast and is 
increasingly important. 

Read More 

 

Inside 
Swimming in Radio- By Peter Aggus 

We’re constantly bombarded by radio signals from hundreds 
or even thousands of sources.  Some systems provide value to 
us, others are safety or security risks; some have little effect 
on us and some ruin the performance of our in-house WiFi 
systems.  Here’s a high level look at the radio signals that sur-
round us. 

Trunked Radio- By Bill Tracey 

Handheld radio is used in many organizations as a way to im-
mediately reach IT, facilities or other personnel. Since licenced 
radio channels are a limited resource, trunked radio was intro-
duced as a way for many people to share a radio system. 
Trunked radio is fairly simple in concept, though it provides 
poor service if a few basics aren’t understood. 

Satellites 101 -By Peter Aggus 

Science fiction writer Arthur C. Clarke predicted in 1945, that a 
satellite orbiting at a height of over 30,000 km will circle the 
Earth at the same speed as the Earth rotates, so it appears to 
be stationary as seen from Earth or ‘geosynchronous’. In 1963, 
man-made satellites began whizzing around the earth at a 
height of a few hundred km. We’ve come a long way since 
then. 

WiFi Woes -By Tony van Wouw 

It’s everywhere – and everyone uses it, and even though WiFi 
seems like child’s-play, it’s actually more like a dangerous dog 
breed. If you don’t really understand how it will react in all cir-
cumstances, don’t believe that everything will be fine.  

Contact Centre 
Assessment 
Your contact centre may 
be the primary way that 
your customers judge you.  
How do you rate? 

Request An Audit 
TMC can assess:  

 your people 

 your processes 

 your technology 

 your costs 

 your customers 

We can show you how you 
compare to: 

 your own goals 

 your customer 
expectations 

 your peers 

 best practices 

We’ll help you choose the 
right metrics and to de-
velop a plan to evolve to 
blue-ribbon performance. 
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 802.15.6 - WBANs 

 802.15.7 - Visible light 

Development is fast-moving with 

regular Working Group meetings 

around the world including two 

weeks from now in Vancouver. 

Risks 
As one example, the US National 
Security Administration warns that 
Bluetooth typically lacks 
centralized  security enforcement 
infrastructure. As it supports 
headset, file transfer, dial-up 
networking, printing, and serial 
port profiles, attacks include 
identity detection, location 
tracking, denial of service and 
control of data and voice channels. 
Their strict recommendations 
include never using commercial 
Bluetooth headsets.  

Similarly, be concerned about 
other 802.15.x devices, as well as 
non-standardized products. 

PANs and BANs 
By Ellen Koskinen-Dodgson 

We tend to think of WiFi and cellular when we think of radio in the workplace. Unfortunately 
that’s just the beginning. Beyond IEEE standard 802.11, there are lots of other standards in 
existence and in the works. The IEEE 802.15 standard, Personal Area Networks (PANs) and 
Body Area Networks (BANs), is changing fast and is increasingly important. 

What are They? 
The evolution of Big Data, wireless 
technologies and sensor 
technologies have led to the need 
for standards for personal area 
networks (PANs) and body area 
networks (BANs). The full extent 
of how they’ll be used is only just 
being visualized but the obvious 
players are the Internet of Things 
and medical sensing and control. 
Our enchantment with Apple 
Watch, Fitbit and similar products 
show that we want to monitor and 
control everything in our 
environments, including ourselves. 
Of course, as PANs and BANs 

connect to the Internet, our 
phones and sometimes  our 
corporate laptops, they’re 
important to understand.  

Types 
The 802.15 has various Task 
Groups, including: 

 802.15.1 - The original 

Bluetooth  

 802.15.2 - 802.11 Coexistence 

 802.15.3 - High rate WPAN, 2 

Gbps, and now plans for 100 

Gbps 

 802.15.4 - Low rate WPAN 

(the basis for ZigBee, etc.) 

 802.15.5 - Mesh for WPAN 
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Swimming in Radio 
By Peter Aggus 
We’re constantly bombarded by radio signals from hundreds or even thousands of sources.  
Some systems provide value to us, others are safety or security risks; some have little effect 
on us and some ruin the performance of our in-house WiFi systems.  Here’s a high level look 
at the radio signals that surround us. 

Frequency Bands 

All radio systems work in a 
designated ‘frequency band’, a 
group of radio ‘channels’ with an 
upper and lower frequency limit. 
The main objective is to transmit 
maximum information using as 
little bandwidth as possible. 

Licensing 

As there are only so many useable 
frequency bands to go around, the 
government regulates all use. 
Some frequency bands require 
users to obtain a licence and to use 
assigned frequencies. Other 
frequency bands, such as those 
used for WiFi etc., allow anyone to 
operate permitted equipment on a 
shared basis. 

Interference 

Multiple systems using the same 
band will interfere with each 
other—a very real issue in the 
unlicensed shared bands. There are 
ways of mitigating this by use of 
directional antennae or reducing 
the range of the signals and 
deploying more base units but 
both need careful design and do 
not ‘just happen’ out of the box. 

Peter, as an engineer and technology management consultant, has developed innovative and cost-effective solutions for clients in many 
industries. 

WiFi Local Area Network over radio connecting to portable de-
vices, sometimes a point-to point link (read more in WiFi 
Woes). 

Cellular Phones and other devices, voice and data. 

Private Handheld radio, trunked radio (read more in Trunked Ra-
dio), ‘Mike’ service used for voice and data service by dis-
patch services, security, municipalities, public safety etc. 

Satellite Geosynchronous as well as low Earth orbit, used for long 
distance voice and data communications links, TV broad-
cast, maritime, aeronautical, remote off-net sites and mo-
bile telephone service (read more in  Satellites 101). 

Point-to-
point 

This includes large telco microwave dishes on towers, using 
licensed frequencies; and flat panel or ‘TV antenna’ style 
links between buildings by businesses, often using unli-
cenced frequencies and suffering many of the same prob-
lems as WiFi. 

Blue-
tooth 

A standard for very short range (Personal Area Network) 
links for cordless mice, keyboards, headsets and similar 
devices using the same frequency band as WiFi. (read more 
in PANs and BANs). 

ZigBee Another short range standard for communication between 
‘internet of things’ devices. Zigbee was in the news with 
‘smart meters’. (read more in PANs and BANs). 

RFID Tap-and-pay cards, toll payment ID cards, transit payment 
cards – all these devices use low power Radio Frequency ID 
technology where a control unit both energises and inter-
rogates the ID tag to authenticate a user or effect a pay-
ment. 

Other 
cordless 

There are dozens of other devices that we take for granted, 
which also use low power radio links. These cover cordless 
headphones (not all are Bluetooth), garage door openers, 
cordless phone handsets and remote controls. 

Heating 
& lighting 

RF heating is well known in microwave ovens but is also 
used in many industrial processes. Less well known is its 
use in high powered lighting systems for industrial use. Be-
cause of the power levels often used, interference may be 
an issue. 



other talk groups, the user hears a 
busy tone and has to try again.  

 Making it Work 

Users often argue for large talk 
groups because they don’t want to 
miss anything that their coworkers 
are doing. However, as talk group 
size increases, efficiency decreases 
because when one member is 
talking, anyone else in the group 
trying to talk will receive a busy 
signal .  

The aim should be to have many 
talk groups, each designed around 
a business need and to only 
include members who need that 
talk group. Of course, users can 
belong to more  

than one talk group. Talk group 
design needs regular re-optimizing 
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as needs change. 

Long transmissions, like big 
talk groups, reduce 
trunking efficiency. Users 
need to be educated that 
the trunked radio is to be 
used as a ‘message system’ 
not a ‘discussion channel’.  

The Future 

Like most of the 
communications world, the 
newer generation of 
Trunked Radio, like 
Motorola’s P25 (itself 

practically obsolete) is digital,  and 
LTE is an IP-based system. This 
could lead to them being viewed 
as an extension of the corporate 
LAN, similar to the progression of 
telephony into VoIP. Traffic could 
be routed between base stations 
over the corporate LAN/WAN and 
base stations might not always be 
towers; they could be WiFi access 
points.  

It’s even projected that a future 
option for a Trunked Radio 
handset might be an ‘app’ on a 
WiFi connected device. 

  

The Basics 

A good trunked radio 
system is similar to a 
cellular radio system as it 
has enough towers (base 
stations) to serve the 
coverage area.  

The obvious difference is 
that cellular is a ‘one-to-
one’ system while trunked 
radio is ‘one-to-many’. The 
second main difference is 
one that can cause 
adjustment problems for 
new users. Cellular is ‘full 
duplex’, where a user can both talk 
and listen at the same time. 
Trunked radio is ‘half duplex’ - a 
user can talk by pushing a switch, 
but while talking, cannot listen.  

Trunked radio systems are 
organized into multiple ‘Talk 
Groups’, where only members of 
the same talk group can hear each 
other. When a user presses the talk 
button, the radio sends a signal to 
the control station.  If one of the 
trunks (radio channels used by the 
system) is not busy, the control 
station signals the radios of the 
requesting station and all other 
stations in the same talk group to 
switch to the assigned trunk.  

The user talks and everyone in the 
group will hear. If all trunks are 
busy, because they are in use by 

Bill Tracey is a radio systems Design Engineer and consultant with over 25 years of experience with all types of radio systems. He 

is a trusted advisor to post-secondary, municipal, emergency services clients. 

Trunked Radio 
By Bill Tracey 

Handheld radio is used in many organizations as a way to immediately reach IT, facilities or 
other personnel. Since licenced radio channels are a limited resource, trunked radio was 
introduced as a way for many people to share a radio system. Trunked radio is fairly simple in 
concept, though it provides poor service if a few basics aren’t understood. 

 

 



field with the latest models little 
larger than a cellphone of 10 years 
ago. 

Bulk communication between 
fixed locations is mostly done 
using GEO technology and large 
dish antennae with the larger the 
dish, the bigger the data rate.  The 
disadvantage of GEO technology is 
the long latency (transmission 
time) due to the distance. 
Individual business users can use 
Very Small Aperture (or VSAT) 
antennae - typically used for ‘point
-to-multipoint’ data connections 
where a data centre 
communicates with many remote 
locations.  

 Safety and Security 

High power RF energy is 
hazardous to humans so a GEO 
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Satellites 101 
By Peter Aggus 
Science fiction writer Arthur C. Clarke predicted in 1945, that a satellite orbiting at a 
height of over 30,000 km will circle the Earth at the same speed as the Earth rotates, so it 
appears to be stationary as seen from Earth or ‘geosynchronous’. In 1963, man-made 
satellites began whizzing around the earth at a height of a few hundred km. We’ve come a 
long way since then.  

satellite base station (including 
VSAT) should be carefully sited so 
people cannot walk in front of the 
‘beam’.  

Many satellite installations are not 
adequately supervised by IT 
personnel so many installations 
have security vulnerabilities - no 
passwords or default values.  

The Future 

Space in the GEO orbit is very 
crowded and new satellites can 
only replace ‘de-orbitted’ older 
ones. To gain additional 
capability, the trend is for more 
spot beams to allow multiple use 
of the same frequencies over land. 
LEO developments will continue 
and costs will reduce. We could 
even see high altitude balloons 
providing a low cost LEO option. 

The Maritime GEO satellites are 
tending to wide field coverage and 
simpler ‘ground’ stations except 
for mobile (voice & data), which is 
likely to migrate to LEO satellites 
as the technology develops. 

How They Work 

The simplest design for a 
communications satellite is 
geosynchronous (GEO.) It stays 
above one point at the equator and 
it repeats information sent from a 
‘ground station’ to another ground 
station, perhaps on another 
continent. If for TV broadcast, it 
broadcasts in a huge beam, 
sometimes covering most of North 
America.  

Types of Satellite 

There are two types of satellites - 
low Earth orbit (LEO) and GEO. 
The earliest satellites were in 
relatively low orbits of a few 
hundred km up and could only ‘see’ 
both North America and Europe 
for around 20 minutes of each 
orbit. The earth station dishes 
tracked from one horizon to the 
other as the satellite passed by. 
Modern LEO satellites, such as the 
Iridium mobile communications 
network, have much more power 
behind their transmitters and can 
be received by antennae that don’t 
need to move. Groups of LEO 
satellites (known as 
‘constellations’) work together, 
overcoming the limited visibility by 
always having a new satellite 
coming into view as each satellite 
disappears from view. Portable 
technology is mostly in the LEO 

Peter, as an engineer and technology management consultant, has developed innovative and cost-effective solutions for clients in many 
industries. 
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able to monitor all traffic. Some 
even request credit card 
information for ‘login’.  

Defense 
 Make sure your sensitive 

data is only typed into web 
sites that have a verified 
secure (SSL) link with your 
browser. The SSL certificate 
is your guarantee that the 
site you are linked to is what 
you expect – but check to be 
sure. If you are unsure about 
public WiFi, you may prefer 
to trust cell data. 

 Use a VPN to connect to 
work. That gives you a 
secure tunnel from your 
device across the insecure 
public network right into 
your workplace.  

 Ensure that all sharing apps 
(file, print…) are turned off. 
If using a laptop, make sure 
the firewall is set to ‘public’ 
for better protection.  

Most important of all – be safe and 
trust nothing outside your control. 
Non-secure links are fair game for 
information theft of all types.  

 

 

WiFi Woes 
By Tony van Wouw 

It’s everywhere – and everyone uses it, and even though WiFi seems like child’s-play, it’s actually more like a 
dangerous dog breed. If you don’t really understand how it will react in all circumstances, don’t believe that 
everything will be fine.  

So Many Flavours! 
802.11 has many versions - a, 
b, g, n and ac, with typical 
maximum speeds ranging 
from 11 Mbps to 1 G+. Of 
course, the higher speeds are 
with the newer standards but 
maximum speeds are 
irrelevant for most 
installations. There are many 
reasons why a given 
installation will only support 
very slow speeds or even 
virtually unusable service.  

For high speeds and many 
users you really have to 
understand WiFi configuration, 
and design the network 
accordingly.  

Interference 
Interference can be caused by 
other APs using the same channel 
- rogue APs, ‘personal hotspots’ or 
poor WiFi design. Rogues are a 
huge source of frustration for 
public or shared areas as they 
cause such a performance hit.  But 
don’t think about trying to jam 
these unwanted signals as this is 
illegal.  This, of course, doesn’t 
stop the unscrupulous from killing 
your Wifi functionality by jamming 
your signal.  

Interference can also be caused by 
other users of the same frequency 
band - cordless devices, 

Bluetooth, even microwave ovens.  

 

Public WiFi Risks 
Open, public hotspots are a great 
convenience, but cybercriminals 
can easily monitor all 
transmissions and have apps that 
filter for user names and 
passwords. Identity thieves even 
harvest information from social 
media sites.  

Even worse are the rogue access 
points that look like public 
hotspots. The bad guys jam a 
regular AP and spoof its SSID. To 
unsuspecting users, all looks 
legitimate - but your data is routed 
through their network. You get to 
the web site you want but the bad 
guys are the ‘man-in-the-middle’, 
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