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What About the Money? 
By Guy Robertson 

How much cash do you carry? Not a lot, likely, but that doesn’t matter as credit cards and 
ATMs are so convenient. But what would you do if your wallet was empty, the ATMs have 
stopped working and the banks couldn’t open for business? What if your employees had no 
cash either, and came to you for help? Is this covered in your disaster planning? 

Read More 

Inside 
I0T Network Options - By Bill Tracey 

Remember the turf war in home video recording between 
VHS and Beta? VHS won and Beta users were forced to 
abandon a technology that they liked and start over from 
scratch. Could HaLow become the VHS of IoT? And to add 
to the complexity, it won’t just be a two-horse race – there 
are other contenders. What are they? How do they stack 
up? Should you dive in now and risk making the wrong 
choice or should you wait and miss the many advantages of 
being an early adopter? 

Enterprise Mobility—Facing the Challenges  

- By Peter Aggus  

Are you looking for the best approach? Should you take the 
simple option and make it easy to copy data to many devic-
es (synchronization) or should you force users to connect to 
a single central data warehouse (virtualization). One thing is 
sure - if you do not develop a clear policy with easy-to-use 
supporting technology, then users will go their own way 
using off-the-shelf tools. With the new laws on data privacy, 
IT managers can be exposed to personal litigation if they 
get it wrong. 

Penetration Testing—the Whole Story  

- By Ellen Koskinen-Dodgson 

There are many options when it comes to pen testing - from 

do-it-yourself, to low-cost contractors offering some level 

of testing, all the way to a comprehensive project with ex-

haustive testing of as many selections from a laundry list of 

options as you can cost-justify including WiFi beacon issues, 

DNS resilience and social engineering. Here’s my advice 

about what’s most important about moving forward with 

pen testing. 

 

Customer Service Assessment 
Your Customer Service is often the primary way that your 

customers judge you.  How do you rate? If you don’t know, 
you might wish to find out. 

TMC Can Help You Assess: 
 customer experiences 

 customer expectations 

 Staff  ability to deliver 

 Corporate culture obstacles 

How you compare to: 
 Your customer expectations 

 your own goals 

 your peers 

 best practices 

More Information 
Contact Ellen to discuss how TMC can help. 

ellen@tmcconsulting.ca 604-506-2905 

http://www.tmcconsulting.ca/
mailto:ellen@tmcconsulting.ca?subject=Assessment%20Advert%20Enquiry


well as in other cash-handling 
organizations such as armoured car 
companies.  With reduced staff levels, 
their service could slow down or cease 
altogether in some areas.   

If a rumour were to spread that a 
deadly flu virus could be spread 
through the use of coins and bills, 
people might start hoarding cash or 
refusing to accept it.   

No Credit  
Without power, credit card 
transactions would stop unless 
vendors were willing to use old-
fashioned manual systems. Some 
might refuse to use manual systems 
due to the fear of fraud.   
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What About the Money? 
By Guy Robertson 

How much cash do you carry? Not a lot, likely, but that doesn’t matter as credit cards and ATMs are so 
convenient. But what would you do if your wallet was empty, the ATMs have stopped working and the 
banks couldn’t open for business? What if your employees had no cash either, and came to you for 
help? Is this covered in your disaster planning? 

Employees 
If disaster strikes and your employees 
have no cash, they’ll need your help. 
Cash will be needed for 
transportation, fuel, food, and 
medications. Some employees won’t 
be able to get home from work if the 
ATMs are empty. Once home, some 
won’t be able to get back to work. 
Others will suffer hardship as they 
have insufficient food at home.  

Should You Offer Cash? 
As part of your emergency plan, you 
need to decide whether you will 
provide emergency cash to staff as an 
advance on their paycheque.  

If you choose to provide cash, how do 
you decide how much to stock and 
how do you prioritize distribution? 
Policies and documentation processes 
will be needed to track payment. 
Bridging the cash gap for employees 
will ease the stress of the disaster.  

It will likely allow more staff to come 
back to work, sooner.  

No Cash  
After a disaster, there can be serious 
disruptions in cash supply.  Severe 
weather can cause power outages and 
shut down bank branches. 

 Earthquakes and floods can damage 
roadways and bridges and delay the 
delivery of cash to banks and other 
businesses. Roads may become  
impassible as drivers abandon their 
vehicles. This can lead to empty ATMs 
and stores with no small bills to 
provide change. 

Consider the armoured cars that 
distribute cash and what happens if 
there’s a fuel shortage after a disaster.  
Fuel tanker trucks might not be able to 
negotiate roads damaged by flooding 
or earthquakes and limited fuel would 
be prioritized for ambulance crews 
and firefighters. Armoured car 
companies might have to park their 
fleets until fuel supplies are restored, 
and that could lead to a cash shortage.   

Dirty Money 
Any regional risk could affect our cash 
supply.  An influenza pandemic might 
not cause a power outage, but it could 
lead to higher absenteeism in banks as 

Guy Robertson is a Senior Management Consultant at TMC who specializes in emergency management and disaster planning.  

He has written extensively on emergency planning and IT security—hundreds of articles as well as a book with worldwide sales. 



radio uses a different chirp and data 
rate. Typical range is 2 to 5 km, and up 
to 15 km is possible. 

Sigfox 

… operates in the 902 MHz ISM 
(Industrial, Scientific and Medical) 
band but consumes very little 
bandwidth or power, using ultra-
narrowband modulation, and only 
transmitting short messages at low 
data rates occasionally. It has both IoT 
and mobile-to-mobile applications . 

Weightless 

… is an open technology for both IoT 
and M2M applications. Weightless-W, 
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Alternatives for IoT 
In an earlier article we looked at the 
HaLow initiative.  Some see HaLow as 
a front runner for the longer term 
evolution of Internet of Things (IoT) 
networking. However, HaLow has 
disadvantages, such as low data rate. 

When IoT devices, such as lights and 
heating systems, are inside a building, 
WiFi and HaLow seem like a fit. WiFi 
doesn’t have the same appeal for Wide 
Area IoT devices such as cars or other 
outdoor things. 

Low-Power WANs 
Here are LPWAN options that will 
offer longer range than HaLow on 
frequency bands under 1GHz: 

IEEE standard 802.11af 

... designed to use TV white space or 
unused channels (typically 6 MHz 
wide) from 54 to 698 MHz. It is ideal  
for supporting long range and non-line 
of sight transmission. Max bitrate per 
channel is ~24 Mb/s, with up to four 
channels bonded for higher rates. 

LoRa (long range) 

… operates around 915 MHz and uses 
a novel form of FM ‘chirp spread 
spectrum’, which  permits multiple 
radios to use the same band if each 

Bill Tracey is a radio systems Design Engineer and consultant with over 25 years of experience with all types of radio systems. He is a trusted 

advisor to post-secondary, municipal, emergency services clients. 

 

IoT  Network Options 
By Bill Tracey 

Remember the turf war in home video recording between VHS and Beta? VHS won and Beta users 
were forced to abandon a technology that they liked and start over from scratch. Could HaLow 
become the VHS of IoT? And to add to the complexity, it won’t just be a two-horse race – there are 
other contenders. What are they? How do they stack up? Should you dive in now and risk making the 
wrong choice or should you wait and miss the many advantages of being an early adopter? 

uses the TV white spaces, while other 
versions operate in the 902 MHz ISM 
band. 

5by5 Wireless 

… is a newer patented technology 
using UHF bands from 300 to 1,000 
MHz. It provides full duplex service 
with a range up to 25 miles. Its goal is 
to provide reliable Internet 
connectivity for IoT and M2M . 

Who Will Win? 
Things are still evolving so if you want 
IoT now, then ZigBee and the like are 
the only options. HaLow’s appeal is 
based on easy WiFi integration, but it 
may arrive at the party too late. 

As there are no Wide Area IoT devices 
yet, the dilemma of choosing 
between the LPWAN options is 
currently one for manufacturers. For 
users—just ‘watch this space’. 

Also, it is not yet clear whether the 
market will demand two standards for 
IoT networking—one local and the 
other wide area. We will look at that 
more in a future article. 

http://www.tmcconsulting.ca/advdoc.php?i=201602&a=halow.pdf
http://www.tmcconsulting.ca/advdoc.php?i=201602&a=halow.pdf


uploaded to portable devices. When 
they are no longer needed, formal 
archive policies can remove them 
from the cloud and synchronization 
will remove them from portable 
devices. All that remains is for an 
encryption policy, which most systems 
now support, and to document and 
enforce the rules. 

Virtualization 
Many businesses use virtualization as 
a key tool for control over IT 
resources. This works not only for 
servers, but also for desktops, where 
users can have a ‘virtual desktop’ in 
the cloud and simply connect to it 
whenever and wherever required. 
Since the virtual desktop is physically 
in the company datacentre, it has 
access to all files and documents.  

Enterprise Mobility—Facing The Challenges 
By Peter Aggus 

Are you looking for the best approach? Should you take the simple option and make it easy to copy data 
to many devices (synchronization) or should you force users to connect to a single central data 
warehouse (virtualization). One thing is sure - if you do not develop a clear policy with easy-to-use 
supporting technology, then users will go their own way using off-the-shelf tools. With the new laws on 
data privacy, IT managers can be exposed to personal litigation if they get it wrong. 

Access security is controlled by the 
user login and the authorization 
assigned to the desktop—both of 
which are easy to revoke. The biggest 
gain is that all company employees 
have access to the same documents 
rather than multiple copies being 
made for every executive’s device. 
The access devices are ‘thin clients’ 
which are little more than an internet 
browser. The only link to corporate 
security is the encryption certificate—
and that is worthless when the user is 
revoked if the device is compromised. 

The Real World 
Virtual Desktop is a built-in feature of 
many business server systems so it 
just requires design and 
implementation. 

Likewise, internal ‘cloud’ systems can 
be added or ported onto a corporate 
service bureau. 

Whatever your choice, you need to 
make one. Ignorance is not a defence 
and liability is very real and can be  
expensive and career-destroying. 
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The Dangers 
BYOD (Bring Your Own Device) is now 
something that most IT managers 
have to cope with. The attractiveness, 
particularly for executive staff, is 
overwhelming. However, so are the 
security implications of uncontrolled 
access to internal servers and data. 

Simply using the device as a 
convenient browser or e-mail client is 
one thing, but when users need to 
store or edit company documents, 
risks increase dramatically. 

Any IT-controlled device likely has 
remote wipe and encrypted drives so 
losing the device is not a crisis—but 
what of that executive who puts a 
confidential presentation on a 
personal device and then leaves the 
device on a train? 

This can expose the company and the 
IT Manager to litigation risks if 
confidential data is involved, and “I did 
not know” is not an adequate excuse. 
You need to enact and enforce a 
policy—but what? 

Synchronisation 
The simple answer is ‘Cloud Data 
Storage’ where selected documents 
can be copied to ‘the cloud’ and 

Peter, as a certified project manager & technology management consultant, has developed innovative & cost-effective solutions for clients in 
many industries. 

 



The goal is to identify potential 
vulnerabilities and develop the test 
plan.  

Available budget usually limits the test 
plan so critical services need to be 
identified and potential vulnerabilities 
need to be prioritized.  

Testing and Reporting  
This step is what is generally 
considered ‘pen testing’. 
Unfortunately, without completing 
the preparation stage, you have no 
way to know what you’re missing.  

Based on the test plan, select (or 
customize) test tools and scripts. 
Testing would include a subset of all 
systems that are externally accessible, 
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Penetration Testing—the Whole Story 
By Ellen Koskinen-Dodgson 

There are many options when it comes to pen testing - from do-it-yourself, to low-cost 

contractors offering some level of testing, all the way to a comprehensive project with exhaustive 

testing of as many selections from a laundry list of options as you can cost-justify including WiFi 

beacon issues, DNS resilience and social engineering. Here’s my advice about what’s most 

important about moving forward with pen testing. 

based on the prioritization that you’ve 
established in the test plan as well as 
all access methods. Of particular 
interest are remote users and WiFi 
connectivity.  

Results should be rated as critical 
(currently compromised or sensitive 
information exposed) moderate, low 
and informational, based on the level 
of risk.  

Clean-up 
The critical final step is remove all 
testing-related files, including 
drawings and reports, from your 
systems.  Pen testing information 
should be treated as Top Secret, 
shared on a need-to-know basis.  

Most Important 
The most important part of pen 
testing is the decision to do it. If you 
have something that’s worth 
protecting, you need to budget an 
appropriate level of effort and 
expense to protect it.  

Preparation  

It’s just like checking that your doors 
and windows are locked before going 
to bed: you need to know the location 
of all entry points so that you can 
check them. 

First, a review of public sources will 
allow the testing agency to produce a 
probable network topology of your 
operations. These public sources 
include DNIS/WHOIS, your website, 
search engines, press releases, etc.  

This information can be compared to 
actual network drawings and systems 
information. Develop a list of known 
vulnerabilities from vendor security 
announcements and industry forums 
and subscriptions.  

Ellen Koskinen-Dodgson is President and Managing Partner of TMC IT and Telecom Consulting Inc. She is an IT and 
Telecommunications Management Consultant, electrical engineer, author, speaker, media resource and Expert Witness.  
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