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IT Study Roundup  - By Shelley Thompson 

We constantly come across fascinating IT studies and we 
collect our favourites to share here. This month, we cover 
executives’ shocking attitudes about cybersecurity, police 
data breaches, improving IT salaries and skill sets, and the 
explanation behind the first fatality in a self-driving car.   

Gamification - The Future of Training  

- By Ellen Koskinen-Dodgson 

Using elements of game play in training sessions can moti-
vate people to change their behaviour. Done right, it can be 
a little addictive, as it feeds on human desires for competi-
tion, achievement and recognition.  Gamification is current-
ly being used by major corporations such as Nike, Samsung, 
American Express and Deloitte. Deloitte has achieved spec-
tacular results when compared to standard training ap-
proaches. 

Text Messaging—The New Security Risk   

- By Peter Aggus 

When was the last time you were sent a text message as 
part of a password reset request? It’s a common occur-
rence—social media and banking sites use SMS Text Mes-
sages as a secure way of verifying that the person request-
ing a password reset is authorized to receive it. Unfortu-
nately, things have changed. Traditionally, only cell phone 
companies could control your cell phone calls and text mes-
sages. Now, players on the dark web have commercialized 
access to the telephone network control systems so that, 
for a few hundred dollars, a fraudster can take control of 
your phone, change your password and empty your bank 
account. 

Power over Ethernet is not a Green Technology 
By Peter Aggus 

Everyone loves PoE as a great way to reduce cabling and eliminate local ac adapters. 
Sounds brilliant—but is there a downside? Absolutely! PoE wastes a lot of power. There’s 
quite a power loss between the switch in the communications room and the workstation 
on your desk. It also places design restrictions on your cable trays and communications 
closets and could even cause problems for existing installations when new terminal de-
vices want more power. 

Read More 
 

Disaster Recovery Check List 
If you answer YES to any of the following questions, you 

need to revisit your disaster plan/business continuity plan: 

 Does your plan include how to respond to a pan-
demic? 

 Does your plan address succession planning for 
key staff? 

 Does your plan include strategic alliances? 

 Does your plan include flags for when it needs 
to be updated? 

 Does your plan include emergency communica-
tions with key clients? 

 Is your plan completely reliant on technology? 

More Information 
Contact Ellen to request a copy of our Disaster Planning / 

Business Recovery Checklist for a more comprehensive list 

of questions. 

ellen@tmcconsulting.ca or 604-506-2905 

Courtesy of Mark Buckawicki 

http://www.tmcconsulting.ca/
mailto:ellen@tmcconsulting.ca?subject=Assessment%20Advert%20Enquiry


48 ports have cable runs of 100m, 
around 200W of this power will be 
wasted heating the cables and the 
surrounding air. This adds an extra air 
conditioning load. 

Next, the wiring closet power can be a 
problem. They are usually equipped 
with standard electrical  outlets which 
are limited to 1500W. Standard UPS 
devices for wiring closets deliver 
1400W. A closet with more than one 
switch can require careful design, 
sometimes including 30A plugs and 
specialty UPS devices. And don’t 
forget adequate ventilation to avoid 
heat build-up. 

The Green Solution 
The basic premise of PoE for 
convenience is sound, and carrying 
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PoE over Cat5 cable to a terminal 
device is fine if the run is short 
enough. 

Therefore, injecting PoE via a power 
unit close to cluster of desks is an 
efficient solution. Many offices use  
modular desk systems which include 
space for a local UPS to protect the 
workstations. It makes a lot of sense 
to add a PoE injection unit to this and 
use it to limit a proliferation of  
dreaded ‘wall wart’ power units and 
associated power bars, which are 
often a maintenance liability. 

The Future 
Newer cabling is slightly heavier 
gauge than Cat5, so will dissipate less 
power, but the trend is to use that 
new found capacity to increase PoE 
power levels. The PoE+ spec does just 
that. Cat6 or later cabling would be a 
better choice for higher power levels.  

As a designer, I prefer to limit bulk 
PoE to lower powered devices and use 
PoE injectors close to the terminal 
device where power demands were 
greater.  

This article is reproduced from the September 
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Why Do We Need PoE? 
There is an undoubted elegance in  
reducing clutter and simplifying 
cabling. Sending power to a network 
device over the same cable that is 
used for the data link is both 
convenient and economical—at least 
in terms of the cost of cabling. 
Proponents also note that the power 
supply in a good quality PoE switch is 
more efficient than the typical ‘power 
bricks’ used to plug into local wall 
outlets at the desk. 

So What Is the Problem? 
There are a number of problems— 
wasted power, heat, electrical outlet 
sizing and UPS sizing. 

Most data drops use Cat5, 4-pair 
cable, which contains quite thin, 
24AWG conductors. Wire resistance 
dissipates 4.4 watts in a 100m run and 
this limits the total number of cables 
in a bundle to 100 before the centre 
cables become too warm to operate 
within spec.  For a  data centre or 
wiring closet feeding hundreds of  
cable runs, this becomes an important 
design issue. 

A typical 48-port switch uses around 
75W. Adding PoE boosts this to  
almost 1500W. In the worst case, if all 

Peter, as a certified project manager & technology management consultant, has developed innovative & cost-effective solutions for clients in 
many industries. 



campaign group in the UK produced 
the report which identified that 
between June of 2011 and December 
2015, there had been  over 2000 
breaches.   

Read More 

IT Salaries Rising 
Average salaries for IT staff and 
decision makers are on the rise per a  
Global Knowledge study.  This is in 
contrast to a decline in non-IT salaries 
due likely to a 9% increase in the 
number of entry-level job survey 
respondents.   

They also reported that IT security skill 
sets are in demand.  Cybersecurity, 
cloud computing, IT architecture and 
network and systems engineering 
have been identified as high-priority 
needs according to IT decision 
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Executives ‘Not 
Responsible’ for 
Cybersecurity 
Companies are losing $445 billion per 
year to cybercrime.  According to 
Nasdaq, 90% of top suite executives 
cannot read a cybersecurity report and 
are not prepared to handle a major 
attack.    

An alarming 40% of executives do 
not feel responsible for the 
ramifications of  hacking. 

Read More 

Police Data Breaches  
Police forces in the UK were victimized 
with data breaches an average of 10 
times per week, according to a report 
called ‘Safe in Police Hands?’. Big 
Brother Watch, a civil liberties 
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makers.  It is not surprising that 75% 
of IT respondents partake in building 
new skills, with 50% preparing for 
certifications or specialist exams.   

Read More 

Self Driving Car Fatality  
An investigation has been launched in 
what appears to be the first fatality 
caused by a self-driving (auto piloted) 
vehicle.    

The driver of a Tesla  Model S was 
killed when the vehicle struck a truck 
crossing the road.  Tesla stated that 
neither the driver or the enabled 
autopilot noticed the white side of the 
truck against a brightly lit sky, hence 
neither applied the brakes.     

Autopilot mode was designed for high 
speeds, assisting with changing lanes 
and adjusting speeds using cameras, 
radar, sensors and map data. Tesla 
states that it is the first known fatality 
in over 130 million miles of auto-pilot 
enabled driving. 

Read More 

http://www.computerweekly.com/news/450299647/More-than-2000-police-data-breaches-in-45-years-report-reveals?utm_medium=EM&asrc=EM_EDA_60227483&utm_campaign=20160705_More%20than%202,000%20police%20data%20breaches%20in%204.5%20years,%20report%20reveals_&utm_
http://www.cnbc.com/2016/04/01/many-executives-say-theyre-not-responsible-for-cybersecurity-survey.html
http://images.globalknowledge.com/wwwimages/pdfs/2016_SalaryReport.pdf?utm_source=syndication&utm_medium=referral&utm_campaign=wp-salary16-all
http://www.computerweekly.com/news/450299545/First-fatality-for-self-drive-cars-as-Tesla-driver-killed-in-crash?utm_medium=EM&asrc=EM_EDA_60170119&utm_campaign=20160704_Huge%20uptick%20in%20Zepto%20ransomware%20spam,%20warn%20researchers_&utm_source=EDA


Deloitte learned that leader boards, 
used to rank users, were an important 
component of the program. 
Leaderboards are used to publish 
overall rankings as well as to spotlight 
topic areas to encourage competition 
for specific expertise. Badges were 
awarded for completing specific 
actions such as a course, a 
competency or a monthly learning 
plan.  

Easter-eggs are a popular gaming 
feature where players achieve awards, 
unpredictably and seemingly at 
random. The required set of 
achievements are unpublicized except 
for word-of-mouth and are especially 
prized.  
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Gamification—The Future of Training 
By Ellen Koskinen-Dodgson 

Using elements of game play in training sessions can motivate people to change their behaviour. 
Done right, it can be a little addictive, as it feeds on human desires for competition, achievement 
and recognition.  Gamification is currently being used by major corporations such as Nike, Samsung, 
American Express and Deloitte. Deloitte has achieved spectacular results when compared to 
standard training approaches. 

The net effect was to provide instant 
feedback on progress, to provide clear 
learning paths (except for easter-
eggs) and to reward players on a 
variety of levels. 

Their Results 

 Deloitte achieved some 
impressive results: 

 A 46.6% increase in users 
returning to the site daily 

 A 36.3% increase in users 
returning to the site weekly 

 50% faster course completion 

 An increase in ‘top achievers’ 

A Word of Caution 
Two points are critical. First, the 
application has to be designed to 
meet business needs, then the 
functionality needs to engage the 
user. Just like with real games, 
different people like different game 
styles. The worst outcome is to force 
staff to use a portal for training that is 
patronizing or otherwise annoying. 

What is Gamification  

It is a process where engaging features 
of video games are applied to business 
processes to make the process more 
enjoyable and motivate improved 
effort. It can be applied in many areas 
such as marketing, brand building, 
collaboration and training. 
Gamification counteracts the 
shortcomings of online training which 
has traditionally had problems gaining 
commitment from participants. 
Everyone has busy schedules and it’s 
easy to put off doing course work. 
Everyone agrees that the course work 
is worthwhile yet time passes and the 
work does not get completed. 

How Does it Work? 
A good example is the Deloitte’s 
Leadership Academy where they 
added Badgeville’s gamification 
experience to reward participation and 
achievement. The goals were to 
motivate employees and clients to log 
on to the system frequently, to make 
progress, and to achieve goals. The 
implementation was based on 
leaderboards, badges and easter-eggs. 

Ellen Koskinen-Dodgson is President and Managing Partner of TMC IT and Telecom Consulting Inc. She is an IT and 
Telecommunications Management Consultant, electrical engineer, author, speaker, media resource and Expert Witness.  

 

 



Signalling System #7 
When the global digital phone 
network was designed in the ‘70s, the 
signalling system, known as SS7, 
allowed phone switches to control 
new services, such as number 
portability. While SS7 has been in use 
for decades, some of the features are 
quite new and arise from demands 
created by the new competitive 
telecom environment of today.  

An ‘unintended consequence’ of 
competition is that it exposes SS7 to a 
new open environment that it was 
never designed for. With SS7 control 
nodes now outside the secure large 
phone company networks, the 
opportunity for hackers to penetrate 
the network is very real – as has been 
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Text Messaging - The New Security Risk 
By Peter Aggus 

When was the last time you were sent a text message as part of a password reset request? It’s a 
common occurrence—social media and banking sites use SMS Text Messages as a secure way of 
verifying that the person requesting a password reset is authorized to receive it. Unfortunately, 
things have changed. Traditionally, only cell phone companies could control your cell phone calls 
and text messages. Now, players on the dark web have commercialized access to the telephone 
network control systems so that, for a few hundred dollars, a fraudster can take control of your 
phone, change your password and empty your bank account. 

shown with the Dark Web SS7 API. 
Now, anyone with Dark Web 
knowledge can issue commands to 
phone switches to monitor or divert 
service. 

How to be More Secure 
As NIST recommend, don’t use Text 
Messaging as a single security check. 
Either use e-mail (if you want to be 
really safe, use an e-mail address set 
up just for this purpose so it is less 
likely to be known to a hacker)  or, 
even better, use dual authentication 
with both text messaging and e-mail. 

Better still, there are security apps 
that can be accessed over the data 
network on your phone. They will 
request an unlock key from you 
before decrypting the one-time 
passcode. Not only will the fraudster 
not know the unlock key, SS7 cannot 
control the data network because it is 
a signalling system for voice and SMS 
only. Hence, they cannot divert the 
data call...at least not yet. 

Alarm Bells 
The US National Institute of Standards 
and Technology (NIST) recently 
warned that  “..security verification 
using SMS messages is no longer 
considered secure and its use is 
deprecated”.  

The problem arises because of a 
service on the ‘Dark Web’ that allows 
anyone to purchase access to a covert 
server and send control messages over 
the global telephony signalling 
system—SS7. Fraudsters can take 
control of mobile phones that were 
previously considered fairly secure.  

Hi-Jacking Phones 
Using the Dark Web API, fraudsters 
can issue a remote call forward 
request to tell a cellular switch to 
forward your phone to a 3rd party. 
This forwarding includes text 
messages—so, the fraudster will first 
hi-jack your phone and then request a 
password reset from any service that 
uses text messaging as a ‘security 
protection’ (like your bank).  

The bank sends the one-time key to 
complete the reset and the fraudster 
takes  control of your online service. 

Peter, as a certified project manager & technology management consultant, has developed innovative & cost-effective solutions for clients in 
many industries. 

“Due to the risk that SMS 
messages or voice calls may 
be intercepted or redirected, 

implementers of new systems 
SHOULD carefully consider 
alternative authenticators.” 


