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Inside 
Privacy Management Programs   

- By Shelley Thompson 

We don’t spend a lot of time thinking about the privacy and 
security of personal information, but it’s important that we 
do. While people can be careless about their own personal 
information, as soon as they provide it to their employer, to 
government or any other organization, they expect it to be 
guaranteed safe. This drives legislation and enforcement so 
you will need to prove that you follow best practices. 

Changing Risk Profiles  

- By Guy Robertson 

Part of every emergency plan is a Risk Assessment. Risk 
assessments need to be updated regularly as your Risk Reg-
ister changes over time. Not only that, but the business im-
pact of each of these risks also changes over time. This can 
have many causes but our increasing dependence on digital 
technologies is a major factor. The insurance industry is 
seeing an increasingly complex risk profile and are issuing 
policies to cover risks that were unknown not many years 
ago. Here’s  a summary of Canada’s changing risk profile.   

SD-WAN   

- By Ellen Koskinen-Dodgson 

SD-WANs (software-defined networking in a WAN) are very 
cool—they are the network for ‘every-man’ as they allow 
seemingly limitless bandwidth and bullet-proof availability 
at surprisingly low cost.  Of course, they’re not a panacea, 
so you need to think before you implement.  Here’s what 
you need to know about  SD-WANs and where they make 
sense. 

Speech Recognition—The New Reality 
By Peter Aggus 

Look at Apple‘s Siri, Google‘s Google Now or Microsoft‘s Cortana. Then look around - 
why isn‘t the world full of conversational systems? Instead, we‘re stuck with very simple 
systems, or more ambitious systems that disappoint us and give us ‘IVR Hell’. Happily, 
IBM Watson and other advanced systems are already in use and give the convincing illu-
sion of a real person. They even learn by experience. Here‘s what IT managers need to 
know about the capabilities and limitations of these systems to be prepared for manage-
ment requests for conversational systems. 

Read More 
 

Customer Service Assessment 
Your Customer Service is often the primary way that your 
customers judge you.  How do you rate? If you don’t know, 
you might wish to find out. 

 

TMC Can Help You Assess: 
 customer experiences 

 customer expectations 

 Staff  ability to deliver 

 Corporate culture obstacles 

How you compare to: 
 Your customer expectations 

 your own goals 

 your peers 

 best practices 

http://www.tmcconsulting.ca/


program to improve local service 
delivery’ for a UK municipal authority. 
While not a commercial product, IBM 
showcased its Watson technology in 
the TV game show ‘Jeopardy’ where 
its capability to learn was put to the 
test with amazing results. Several IVR 
companies are poised to offer SR as 
part of a next generation system. 

The Future 
Fully open SR, providing a relevant 
answer to any question, is still some 
time away. Eventually, we will have an 
SR front end to a regular Web Search 
Engine or to any other application. 
There are many researchers in 
multiple companies working on 
exactly that.  
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If you interact with the public then SR 
should feature as part of your 
development path. It is no longer ‘if’ 
but rather ‘when’ you should deploy. 
We look forward to the end of forcing 
callers to comply with pre-designed 
questions and replacing them with 
“How may I help you?” systems. 

How to Prepare 
If you interact with callers, then you 
should be thinking about whether SR 
systems might help improve that 
interaction. This could be routing 
callers to destinations as is done with 
current IVR systems—or it could be 
providing information in response to 
questions. 

First, survey callers to find what they 
want—you might be surprised. Then 
use that to consider whether SR 
might be a good fit for you in the 
future. 

However, don’t expect it to magically 
solve problems that you can’t do 
manually. You will need to teach an 
SR system your processes—and that 
means you have to understand and 
document them yourself first. 

This article is reproduced from the October 
2016 edition of  TMC’s Advisor 

©2016 TMC IT and Telecom Consulting Inc.  

Understand First 
Unlike legacy IVR, with its structured 
question and limited set of possible 
responses, SR needs to first 
‘understand’ the question and then 
decide on a suitable response. 

The process begins with taking the 
question phrase as a sound byte and 
using syntactical analysis and parsing 
to break it into words and assign 
meaning to the phrase. This is where 
great leaps in technology have been 
made in the last year or so. Systems 
can be programmed with a lexicon of 
words relevant to the particular 
application, which could run to several 
thousand or more words. 

SR systems are designed around a 
particular use, which somewhat limits 
the scope of likely questions. They can 
‘learn by experience’, and deduce 
meaning from a string of words. The 
response could be to ask a clarifying 
question, in exactly the same way that 
a human operator would work. 

The Present 
Restricting scope to a limited 
application is very real and with us 
now. There are systems like IPsoft’s 
Amelia, currently in use in what is 
described as ‘a ground-breaking 
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maintain a privacy management 
program will build public trust and 
confidence. 

How to Begin 
The Office of the Information and 
Privacy Commissioner of BC has 
provided guidelines on how to 
implement a privacy management 
program. https://www.oipc.bc.ca/
guidance-documents/1545 

Essentially there are two main 
components: the fundamentals and 
maintenance/improvement. 

The Fundamentals: 

 Develop a governance structure 
that focuses on privacy 
compliance and cultivates a 
respectful culture 
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Why Do You Need 
One? 
Although implementation may 
seem daunting, here’s why you 
should have one:  

1. To comply with Canada’s 
privacy laws. 

2. To foster an in-house privacy 
culture, to demonstrate to 
employees, clients and the 
public alike that personal 
information and privacy is 
crucial to you. 

3. To  minimize the risk and damage 
of security breaches. 

What Is It? 
Stated simply, it is a program 
designed to ensure that an individual’s 
personal information is  private and 
secure. This information may belong 
to clients, employees and other 
stakeholders.  

It helps ensure that privacy and 
security is automatically built into all 
organizational programs and services.   

With emerging public concern in 
relation to data breaches, and the 
increasing trend of gathering  personal 
information electronically, companies 
and public bodies that create and 
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 Gain support from senior 
management  

 Appoint a Privacy Officer 

 Use compliance reporting 
tools 

 Ensure that the governance 
structure is implemented 
throughout the organization 

 Maintenance: 

 Develop a review plan 

 Assess and revise program 
controls when needed 

Step by Step 
1. Take inventory of the personal 

information you currently hold 

2. Develop retention policies 

3. Develop compliance policies 

4. Conduct annual risk assessments 

5. Train employees 

6. Implement breach protocols 

7. Develop service provider 
management plans 

8. Develop communications plans. 

 

https://www.oipc.bc.ca/guidance-documents/1545
https://www.oipc.bc.ca/guidance-documents/1545


prepared to negotiate with municipal 
governments for access to fresh 
water.  

Big City Risks 
Many urban centres have seen  major 
growth in industry, infrastructure and 
population over the past decade or so, 
with resulting increases in ’big city’ 
risks—crime, traffic, homelessness, 
emergency services that haven’t kept  
pace with need.   

At the same time, a great deal of 
infrastructure in urban centres is  
actually very old and at increased risk 
of failure.  
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Changing Risk Profiles 
By Guy Robertson 

Part of every emergency plan is a Risk Assessment. Risk assessments need to be updated regularly 
as your Risk Register changes over time. Not only that, but the business impact of each of these risks 
also changes over time. This can have many causes but our increasing dependence on digital 
technologies is a major factor. The insurance industry is seeing an increasingly complex risk profile 
and are issuing policies to cover risks that were unknown not many years ago. Here’s  a summary of 
Canada’s changing risk profile.   

Emerging Risks 
International travel delivers 
every possible new bacterial or 
viral mutation to our door 
within days of its emergence, 
so pandemics are now a 
significant risk.  Volcanos in 
Iceland will repeatedly throw 
air travel into chaos.  

The internet has inspired petty 
thugs to think big and 
cybercrime is a growing field of 
play that is still in its infancy. 

The Best Defense 
There are no easy solutions to the 
western world’s changing threat 
profile. Because the human race is 
slow to respond to global threats, you 
can expect things to get worse before 
they improve.  

The best defense is to update your 
HVRA (Hazards, Risks and 
Vulnerabilities Analysis), and use that 
to feed into your Emergency Plan. 

Wild Weather  
Weather patterns are 
changing. In fact, extreme 
weather has become more 
frequent worldwide —as 
anyone who has lived through 
a major ice storm will attest. 
The west and east coasts are 
seeing more frequent 
windstorms, floods, and 
landslides.  

f you reside in BC (it’s true for 
all of Canada, too) get ready for a lot 
more rain, interleaved with no rain at 
all.  Changing patterns will distribute 
rainfall into ‘all of the wrong places’. 

Forest fire risk increases as we 
regularly experience summer 
droughts. Canadian’s love of trees 
means that we fill our neighbourhoods 
with them and cultivate urban forests 
beside our downtowns. Smoke and 
fumes from a fire in Vancouver’s 
Stanley Park could force an evacuation 
of the  downtown core and shut down 
the business district for days. 

If you work in forestry, fishing, or 
farming, be prepared for major 
stresses and disruptions. Also, be 
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What It’s Not 

It’s not  WAN Optimization, though 
WAN Optimization may be included in 
an SD-WAN product. WAN 
Optimization is concerned with 
improving data transmission 
efficiency over  one link. 

It’s not  a Hybrid WAN, which refers 
to mixed connection types without 
dynamic management and 
reconfiguration. 

Where It Fits 

Our bandwidth and reliability 
requirements continue to increase and 
traditional WAN options don’t meet 
those needs.   

All WAN connections face issues—
data quality issues such as latency, 
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jitter and packet loss as well as service 
outages. Some WAN links face 
congestion issues as well.  

SD-WAN is often used to address 
increases in bandwidth demand by 
adding low cost services to their 
existing MPLS services. This keeps 
QoS capability while adding the side 
benefit of failover capability. Some 
users replace all of their high cost 
services to end up with  a high 
bandwidth, high availability WAN. 

Cautions 
When including  broadband or other 
network services that have no end-to-
end Quality of Service, it is critical 
that you investigate your business 
needs carefully.  

SD-WAN suppliers  have techniques 
for reducing errors and packet loss, as 
well as inbound and outbound traffic 
shaping, but  this does not equal end-
to-end QoS. 

What It Is  

Gartner defines SD-WANs as having 
these primary characteristics: 

 Support for multiple connection 
types from one site. This may 
include MPLS, low cost 
broadband, and even cellular. 

 Dynamic path selection for load 
sharing and failover 

 An easy administration interface 

 Support for VPNs, WAN 
optimization controllers, firewalls, 
web gateways, etc. 

 Data is  secured using IPSec. 

Last year, Gartner predicted that 30% 
of organizations will have deployed SD
-WANs by 2019. 
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