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Blame Yourself for Wannacry! - By John Glover 

Did you ‘Wannacry’? “How could that have happened to 
me?” …or did you dodge the bullet – this time?  The 
bottom line is ‘practice safe hex!’  Otherwise ‘Haveacry’ 
will likely be on your agenda soon. If you were hit, it was 
your fault. Here’s what you did wrong. 

SCADA - Cities at Risk - By Bill Tracey 

SCADA controls valves and pumps such as City water/
sewer and oil pipelines and it is much more at risk than is 
generally known. The implications of loss of control in 
some SCADA networks are nothing short of frightening 
yet few SCADA managers have much understanding of 
security needs or risk. IT Managers need to educate 
SCADA managers about the risks and how to mitigate 
them.  

How to Turn Strategy into Reality  
 - By Ellen Koskinen-Dodgson 

As technology management consultants, we are regular-
ly asked to create IT Strategies of one sort or another. 
Sometimes, we find out that the Strategy remains an 
approved document but the roadmap milestones have 
not been met. Turning Strategy into reality can be easier 
said than done but a neglected Strategy can be worse 
than no strategy at all. After all, an IT Manager, Director, 
or even CIO is judged by their ability to deliver what they 
promise. Unfortunately, it happens often, and here's 
why. 

The Three Phases of Cyber Attacks  
By Peter Aggus 
When properly set up, firewall security makes a direct attack from the internet 
to a target computer system very unlikely. Recent cyber attacks show that the 
modern technique uses three different phases of attack, each going after a 
different layer of corporate security in a targeted way to exploit key 
weaknesses. Individually these weaknesses do not appear major but, when 
joined together, they can deliver an attack conduit that bypasses carefully 
planned security. 

Contact Centre Assessment 
Your contact centre configuration reflects your attitude to-
ward your customers. If you focus on customer service and 
making callers feel valued, you spend time to select your sys-
tem and plan the configuration very carefully. You also revisit 
the design, at least on an annual basis to improve your design 
as well as your policies and procedures. 

If you think of your callers as a necessary evil, you end up with 
customers that feel undervalued, and deal with you only be-
cause they have no other choice. 

TMC can compare your reality to: 

 Customer expectations 

 Your own stated goals 

 Your peers 

 Best practices 

Contact centre options have changed radically over time. For 

more information on how TMC can help you improve, or to 

request the "Bells and Whistles in Contact Centres" checklist, 

contact Ellen at 604-506-2905 or ellen@tmcconsulting.ca. 

http://www.tmcconsulting.ca/
mailto:ellen@tmcconsulting.ca?subject=Request%20Bells%20and%20Whistles%20in%20Contact%20Centres


Transfer Agent 
The worm virus will look for an 
exploitable hole to transfer the final 
phase Payload to the real target 
device. Many target systems have 
weak password protection—often the  
manufacturer default. Knowing 
passwords and exploiting weaknesses 
in core software, the agent can upload 
modified software—just like a regular 
firmware upgrade. 

The Payload 
What this does could be anything—
including ransomware, turning off 
power, leaking secure files or some 
other havoc. By the time you find out 
it is too late. The damage is done. 

Structure of an Attack 
Modern Cyber Attacks are structured 
to exploit a series of weaknesses and 
tend to operate in 3 phases: 

1. Get into any device on a network via 
a Trojan Worm, courtesy of an 
unsuspecting user. 

2. Scope out the network and seek out 
interesting targets — possibly 
SCADA systems (see Bill’s article) or 
file servers and launch the ‘Transfer 
Agent’ to install the real attack 
software (the ‘Payload’) into the 
target system . 

3. Run the attack software on the 
target system.  

The Trojan Worm 
Worms load via infected USB drives or 
links in e-mail and exploit normal 
user’s curiosity. Even opening that 
cute kitty picture could run malicious 
code. The aim is not to do anything 
obvious—just get the code for the next 
phase into a computer connected to 
the internal network. 

Don’t expect normally configured 
firewalls to block perfectly valid user 
actions. It is possible for mail servers 
to be set up to block suspicious links– 
or even to block all HTML code. 
However that is not the default. 

Peter, as an engineer & technology management consultant, has developed innovative & cost-effective solutions for clients in many industries. 

The Three Phases of Cyber Attacks By Peter Aggus 

When properly set up, firewall security makes a direct attack from the internet to a target computer 
system very unlikely. Recent cyber attacks show that the modern technique uses three different 
phases of attack, each going after a different layer of corporate security in a targeted way to exploit 
key weaknesses. Individually these weaknesses do not appear major but, when joined together, they 
can deliver an attack conduit that bypasses carefully planned security. 

What You 
Need To Do 
Attack Vectors: educating your 
users on the dangers of clicking links,  
disable auto-run on  USB drives and 
deploy e-mail protection software 
that will remove clickable links or at 
least check their validity before 
exposure to the user. 

Transfer Agents: make sure your 
security patches are up to date. If you 
contract out IT supply then make sure 
your contractor does that job. If he is 
reluctant then explain you will hold 
him liable for the consequences. This 
is just due diligence on your part. 

Payload: careful network design, 
make sure all passwords and firmware 
are up to date. Many attack payloads 
have been published and fixed years 
ago. Did all the published fixes get 
applied on your network? 

Courts are starting to consider liability 
issues around cyber attacks. You 
really do not want to be a test case 
because you did not practice due 
diligence. 

This article is reproduced from the May 2017 
edition of  TMC’s Advisor 
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anesthesiology application - were 
taken down, along with many nursing 
station management systems. The 
risk of death or acute medical 
emergencies was severe.  

The Reasons 
The most likely reason why the NHS 
took a bigger hit than most others 
reported (or not reported yet) was 
that their legacy technology had 
vendor warranty violations if it was 
patched. This is a very serious 
regulatory issue to be sure.  

Some victims didn’t patch because the 
cost and logistics of doing massive 
patching ‘could not be 
accommodated’. However it 
happened – there will need to be some 
serious soul searching to prevent 
another tragedy. 

This article is reproduced from the May 2017 
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Blame Yourself for Wannacry!  By John Glover 
Did you ‘Wannacry’? “How could that have happened to me?” …or did you dodge the bullet – this 
time?  The bottom line is ‘practice safe hex!’  Otherwise ‘Haveacry’ will likely be on your agenda 
soon. If you were hit, it was your fault. Here’s what you did wrong. 

Future 
Targets 
Being at risk doesn’t mean that you’ll 
get hit as the bad guys have limited 
resources. Likely future targets 
include: 

1. More procrastinators 

2. More of those that ‘can’t’ 

3. Imbedded medical devices  

4. SCADA systems (see Bill’s article)
that control our water, our 
power, our transportation   

5. Internet of things (IoT) 
sometimes called the Internet of 
everything   

The 2017 RSA Conference had a focus 
on life and limb that we would do well 
to heed and take action.   Is there 
enough personal and political will to 
deal with this?  

When will the pain threshold be such 
that we start practicing safe HEX?  

CIA Hacker’s Toolkit 
Wannacry was predictable by every 
information security practitioner. 
Microsoft and other responsible 
vendors recognized the danger 
exposed by letting the CIA ‘toolkit’ out 
in the wild.  There were early 
advisories to patch now.  

Those That 
Procrastinated 
For those victims that ignored that 
advice - I recommend that you visit the 
International Computer Driver’s 
Licence (also known as European 
Computer Driver’s Licence) site and 
take the tests (ECDL.org). Otherwise 
you may be subjected to yet another 
HaveAcry episode by default.  

Those That ‘Couldn’t’ 
Some victims were hampered from 
complying – they had ‘valid’ reasons to 
avoid patching.   This included the 
National Health System (NHS) in the 
UK who got a nasty wake-up call when 
many of their legacy systems or 
current un-patched systems took a hit.  

All significant devices required in 
healthcare delivery - Ultrasounds, 
MRIs, Blood monitors, operating room 
technical aids for oxygen and 

John Glover assists national and international clients with governance, IT systems compliance auditing, IT risk assessment, 
information policy formulation and PCI data security. 

 



This vulnerability means that extra 
protection is required and these  
computers must not be shared with 
other jobs.  

We have seen many cases where 
managers have allowed ‘read only’ 
access from their personal computer 
to the SCADA controllers in order to 
pull report data.  

Several have explained that their 
desktop computer was the only one 
with access to the SCADA VLAN to 
pull report data, so this made it ‘safe’.  

There is a simple rule—’if data can 
flow for your report then it can do the 
same for a hacker’. 

Any machine with access to the 
SCADA network and the office LAN 
enables exposure to Trojan virus 
attacks, which can then propagate to 
the SCADA subnet through their 

SCADA—Cities at Risk By Bill Tracey 

SCADA controls valves and pumps such as City water/sewer and oil pipelines and it is much more at 
risk than is generally known. The implications of loss of control in some SCADA networks are 
nothing short of frightening yet few SCADA managers have much understanding of security needs 
or risk. IT Managers need to educate SCADA managers about the risks and how to mitigate them.  

computer. 

The 
STUXNET Legacy 
First identified in 2010, this is a classic 
example of how a malicious entity can 
attack a SCADA-type network. 

The malware was introduced by 
infected USB flash drive but could just 
as easily used links in an e-mail 
message. That got a ‘worm’ virus into 
a computer on the same LAN as the 
SCADA devices. The worm then 
passed its attack ‘payload’ over to 
reprogram several of the PLC 
devices—launching the attack. Read 
The Three Phases of Cyber  Attacks.  

What To Do? 
Rule 1— there is no such thing as a 
totally secure multi-purpose network.  

Rule 2—there are masses of hackers 
targeting every opportunity. Read 
John’s explanation of the Wannacry 
attack. 

Therefore, keep SCADA on its own 
fully separate network. Don’t trade 
network security for convenience. 

This article is reproduced from the May 2017 
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What is SCADA? 
SCADA (Supervisory Control 
And Data Acquisition) is fairly 
old technology that is still 
central to controlling systems 
from pipelines to utility grids. 
At a basic level SCADA is very 
simple. It comprises a 
structured network of controls 
and sensors, each of which is 
addressable on a shared 
backbone network over radio 
or network wiring. Many of the devices 
are Programmable Logic Controllers 
(PLCs) and the structure is really old-
school ‘Internet of Things’. 

Is it Secure? 
Modern SCADA uses IP technology, 
just like LANs and IoT networks—
which is great for reducing costs. 
However, the unwary IT designer 
blithely shares the IP network (the 
LAN) between the office users and the 
SCADA system, unaware of the cross-
connect dangers introduced. The only 
secure answer is a fully separated 
network for SCADA. 

Don’t Share! 
Many control computers use the 
vulnerable and deprecated Windows 
XP operating system—often because 
drivers are not available for more 
modern operating systems. 

Bill Tracey is a radio systems Design Engineer and consultant with over 25 years of experience with all types of radio systems. 

He is a trusted advisor to post-secondary, municipal, emergency services clients. 

 

 



So What Went Wrong? 

In talking to clients about what went 
wrong, about why a good IT Strategy 
was followed by missed Roadmap 
milestones, we found a few common 
patterns: 

 There is a disconnect between the 
annual budgeting process and 
organizational strategy. Rather 
than confirming the budget 
identified in the approved 
strategies, the process becomes a 
big session of ‘my project is more 
important than yours.’ 

 There is a misguided idea of 
fairness, to allocate money ‘fairly’ 
to all departments’ and “IT 
shouldn’t be given ‘more than 
their share”.   
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How to Turn Strategy into Reality 
By Ellen Koskinen-Dodgson 

As technology management consultants, we are regularly asked to create IT Strategies of one sort or 
another. Sometimes, we find out that the Strategy remains an approved document but the roadmap 
milestones have not been met. Turning Strategy into reality can be easier said than done but  a 
neglected Strategy can be worse than no strategy at all. After all,  an IT Manager, Director, or even a CIO 
is judged by their ability to deliver what they promise. Unfortunately, it happens often, and here’s why. 

 Non-IT departments often see 
projects requiring technology as 
IT projects Oddly, other than IT 
management systems such as 
help desk software, most ’IT 
projects’ are anything but.  

 A new system is funded, but no 
funding is allocated for IT and 
user departmental staff needed 
to properly implement and 
maintain the new systems. Staff 
are stretched thin, working ‘off 
the side of their desks’ and start 
taking shortcuts to keep up with 
the workload.  

Making It Work 
Unless you’re a master negotiator, 
lobby for  pre-approved budgets 
when a Strategy is accepted if each 
roadmap item is priority tagged, cuts 
can be easily made, when financial 
cutbacks are required.  

Doing Everything Right 

No IT Professional intentionally fails 
to deliver what they promise. They 
start beautifully—they realize that 
they need an IT Strategy with Road 
Map. They hire a consulting form to 
help them through the process, or 
maybe they undertake the work 
themselves.  

All of the right processes are followed:  

 The current state is mapped 

 Departmental and other 
stakeholder needs are identified 
as are the technologies, policies 
and procedures required to fulfill 
those needs  

 The key organizational needs are 
identified  

 A gap analysis is completed 

 Options to close the gap are 
reviewed and assessed 

 Recommendations and road map 
are developed 

 The Strategy is reviewed and 
approved by all  

Ellen Koskinen-Dodgson is President and Managing Partner of TMC IT and Telecom Consulting Inc. She is an IT and 
Telecommunications Management Consultant, electrical engineer, author, speaker, media resource and Expert Witness.  

Strategy                        Reality 

 


