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What if You Can’t Patch?- By Peter Aggus 

The recent WannaCry and similar attacks led to industry ana-
lysts pointing the finger at IT management, accusing them of 
allowing the use of obsolete operating systems (XP) and ne-
glecting to install readily available patches. This finger-pointing 
can be unfair and misdirected when there are important rea-
sons for the use of Windows XP and for ‘neglecting’ to install 
patches. The normal IT best practices don’t apply when you 
‘can’t’ patch but you can still protect your networks and sys-
tems. Here’s the advice that we give clients. 

Disaster Lessons—Okanagan Style - By Guy Robertson 

BC’s Okanagan region has been facing rising lake levels and the 
threat of serious flooding. Beaches were submerged and 
closed. Sandbags were used  to prevent Okanagan Lake from 
submerging waterfront property, many wharves have disap-
peared under water, and damage along the shore was substan-
tial.  

“It’s a warning,” said a local hotel manager. “We can expect 
more of this sort of thing.” With our changing climate, we’re in 
the  days of ‘never before’ and our risks of all kinds are increas-
ing.  Here are some of the lessons learned.  

Great Contact Centres—2017  - By Ellen Koskinen-Dodgson 
Contact Centres have changed radically over the years. Most 
customer service-focused  centres used to meet customer 
needs with  call centres where agents answered calls, organized 
by priority and required skill set. Real-time stats and manage-
ment reports were fairly basic. Over time call centres became 
multi-channel contact centres where email, screen pops and 
chat have been added. Things continue to change and contact 
centres have grown into technology octopi, with more chan-
nels, sometimes call ‘Omni-channel’ and more interconnections 
between applications. 

Safe Clicking  By John Glover 

We have all heard how the source of many cyber attacks lies in infected e-mails but what does 
that really mean? We could give up using active content in e-mails but that loses much of the 
convenience and power in a valuable communications tool. Ultimately it means terrorists have 
won. Instead, why not claim back safe use of our tools by teaching users how to be safe and 
what to look for? IT experts already know what to do but is it not time that we shared that 
knowledge and showed the cyber terrorists that we can fight back? 

Your Empty(er) Inbox 
July 1 will usher in a new era of emptier inboxes as the Ca-

nadian anti-spam legislation (July 1, 2014) moves into the 

enforcement phase. The need for anti-spam legislation is 

clear as it clogs global networks as well as inboxes. 

Worldwide Email 
March 2017 statista.com 

Enforcement 
The CRTC has already collected fines from companies 

who have allegedly violated the law. Companies paying 

$60,000 to $200,000 include Kellogg Canada, Rogers 

Media and Porter Airlines. We’re keeping careful records 

of everyone who has given us explicit approval to be on 

our distribution list. Where our records don’t meet the 

new requirements, we’re asking readers to ‘refresh’ their 

subscription. 

Request Refresh 
If you have not yet 'refreshed' your subscription to the 

Advisor, please email Ellen ellen@tmcconsulting.ca and 

say subscribe. Feel free to add colleagues to our distribu-

tion list – just provide us their name, position and email 

address. 

If we don’t hear from you and we don’t have a business 

relationship, this is the last issue of the Advisor that we’ll 

be allowed to send to you. 

http://www.tmcconsulting.ca/
mailto:ellen@tmcconsulting.ca?subject=Advisor%20Subscribe


goodguy.com.ro (that ending ‘.ro’ 
shows that the target web site is in 
Romania even though it might look 
like what you expect—look closely. 
The devil is in the detail. 

Images 
The text in an e-mail comes as part of 
the e-mail data block but images are 
pulled from a web server—and that 
carries all the same risks as clicking a 
link. Many e-mail programs are set to 
NOT download images by default. As 
with links, hover over the picture 
space and look at the hyperlink 
displayed. If it comes from the 
expected domain and has a standard 
image suffix (usually .jpg, .png or .gif ) 
then it may be fine. Well written e-

Trick or Treat 
In order for a virus to work, a user has 
to be tricked into running a program. 
Let’s look at how virus infections can 
be imported. Then we can understand 
what to avoid and where to take care. 

E-Mail Links 
One of the highest risks is from 
clickable links in e-mails. Typically 
used in ‘Phishing Attacks’ they look 
harmless. An e-mail will be crafted to 
look like it is from a company you 
know. It will warn you that your 
account has been compromised so you 
see the e-mail as being helpful—but 
really this is an electronic version of a 
‘wolf in sheep’s clothing’. It suggests 
that you change your password 
immediately and gives you a helpful 
‘click here’ link to do that. The link 
goes to a web page that runs a script 
to download a virus to your computer 
and the damage is done. 

The trick to safe clicking is to hover 
your mouse over the link BEFORE 
clicking it. The e-mail program should 
show you the link destination. The bit 
to look at comes between the // and 
the following / - it tells you what 
domain is being called up. If the 
company name is goodguy.com then 
the link should go there—not to 

John Glover assists national and international clients with governance, IT systems compliance auditing, IT risk assessment, infor-
mation policy formulation and PCI data security. 
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We have all heard how the source of many cyber attacks lies in infected e-mails but what does that 
really mean? We could give up using active content in e-mails but that loses much of the convenience 
and power in a valuable communications tool. Ultimately it means terrorists have won. Instead, why 
not claim back safe use of our tools by teaching users how to be safe and what to look for? IT experts 
already know what to do but is it not time that we shared that knowledge and showed the cyber 
terrorists that we can fight back? 

mails should make sense without the 
picture. Look at our Advisor e-mail. It 
has a picture heading (the logo 
banner), one beside the lead article 
and another beside the advert. All 
links are to our domain but we also 
give you a web page link in case you 
prefer to use a more secure web 
browser rather than an e-mail client. 

USB Keys 
If your computer is set to be more 
secure then it will not try to ‘auto-run’ 
an external drive. The danger is not in 
the USB drive itself but on any 
program that is run when you insert 
the drive. Be safe and disable auto-
run then you can explore the content 
first before deciding what is safe. 

Trusted Sources 
Learn to be wary about e-mail or USB 
drives from sources you do not trust. 
Make sure the source really is what it 
superficially looks like BEFORE you 
grant that trust. Be particularly wary 
of unusual requests—legitimate 
sources do not ask you to update 
personal data by links in an e-mail. 

This article is reproduced from the June 2017 
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there is little worry. 

The big worry comes from new 
computers added to the old network 
(often for administrative purposes—
like generating reports) or from new 
external links—like access from a VPN 
or to the Internet for some reason. 
The need for these features should be 
really questioned because of the risks 
they introduce. If this connectivity is 
essential, then it is here that the real 
security focus is needed.  

Focussed Protection 
Older ICS designs have no built-in 
security. Any system on a typical ICS 
network can issue commands to close 
valves or open switches—in some 
cases needing manual over-ride to 
reset. This is why best practices direct 
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What if You Can’t Patch? By Peter Aggus 

The recent WannaCry and similar attacks led to industry analysts pointing the finger at IT 
management, accusing them of allowing the use of obsolete operating systems (XP) and neglecting 
to install readily available patches. This finger-pointing can be unfair and misdirected when there are 
important reasons for the use of Windows XP and for ‘neglecting’ to install patches. The normal IT 
best practices don’t apply when you ‘can’t’ patch but you can still protect your networks and systems. 
Here’s the advice that we give clients. 

that there should be absolutely no 
external access to an ICS network.  

If external access is allowed, the 
design should be completed by a 
security expert, with all changes 
disallowed except after approval by a 
security expert. Regular audits and 
penetration testing by ethical hackers 
are  also considered to be required for 
due diligence. 

For new systems, several 3rd party 
labs offer test facilities. Use them to 
test resilience to attack and then do 
not change or add anything without a 
complete re-test.  

Ultimately it all comes down to how 
an attacker can get in. A closed 
network with ALL its devices and   
controllers properly authenticated is 
fairly robust. Add other computers to 
the network and you are increasing 
risks. Connecting the ICS network to 
another network further increases the 
risks. 

Resources are required. Management 
by crisis with fingers crossed that all 
will be well will get you sued.  

ICS is Not IT 
In contrast to IT systems, which are 
designed for a life-span of around 5 
years, Industrial Control Systems (ICS) 
are typically expected to last 20 or 
more years. ICS systems include 
municipal water and sewage systems, 
oil refineries, dams and factories. 

There may not be  an opportunity to 
apply software patches to ICS systems 
until major refits, which may be every 
5 to 10 years. This is something that 
an IT manager might expect to do 
every week—at least monthly. Patch 
updates sound sensible but may be 
totally impractical when downtime 
takes a plant offline. Many of these 
operations are designed to stay online 
24x7 with massive start-up processes  
and financial implications for each 
shut down.  

Where is the Risk? 
There is nothing intrinsically wrong 
with older operating systems like 
Windows XP, DOS or early UNIX. They 
continue to perform as they did 15 or 
more years ago—except for the key 
point that they may fail when exposed 
to 21st century attacks. If the turnkey 
network of equipment is left isolated 
as it was when first installed then 

Peter, as an engineer & technology management consultant, has developed innovative & cost-effective solutions for clients in many industries. 

 



another big fire,” says a Kelowna retail 
manager. While careless campers 
sometimes cause forest fires, 
lightning can ignite a big blaze 
anywhere there is natural fuel. Hence 
Okanagan firefighters and other 
emergency responders take note of 
local reports of severe weather.  

Downstream Effects  
“You’ll see big flashes of lightning over 
the hills,” says a local paramedic. 
“What worries local responders is not 
only a spreading fire, but also the 
effects on air quality. Heavy smoke 
can make breathing difficult, and can 
be particularly hard on small children 
and seniors.”  

Disaster Lessons—Okanagan Style By Guy Robertson 

BC’s Okanagan region has been facing rising lake levels and the threat of serious flooding. Beaches 
were submerged and closed. Sandbags were used to prevent Okanagan Lake from submerging 
waterfront property. Many wharves disappeared under water. Damage along the shoreline was 
substantial.  

“It’s a warning,” said a local hotel manager. “We can expect more of this sort of thing.” With our 
changing climate, we’re in the  days of ‘never before’ and our risks of all kinds are increasing.  Here 
are some of the lessons learned: 

Aside from property damage and loss 
of assets, disasters can lead to 
attendant problems for people across 
the region:  

 transportation delays 

 evacuations 

 communications breakdowns 

 data loss 

 shortages of everything from 
food to pharmaceuticals 

 business failures 

What local organizations need are 
logical, comprehensive, and easy to 
understand disaster plans that 
identify and mitigate risks, protect 
employees, and facilitate the 
resumption of business. 

Every place on Earth, every square 
inch, has prevailing risks. Some risks 
evolve from human activity; others 
are natural. There may be no escape 
from risks, but there are good ways to 
mitigate them.  
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Flooding can occur at an unpredictable 
pace. A few hours of wet weather can 
lead to flash floods. Or weeks of 
rainfall can cause bodies of water to 
rise slowly to record-breaking levels. 
Floodwaters can subside quickly, or 
take weeks to diminish.  

Local residents had never seen the 
lake rise so high and travellers 
monitored the news, hoping that the 
roads would remain open. This would 
hit the tourism market, and many 
Okanagan businesses could lose 
money.  

Not Just Water 
The hills surrounding the lake present 
disaster planners with another risk: 
landslides. Different kinds of landslides 
have specific names: rockslides, rock 
falls, mudslides, and landslips. All are 
possible in the Okanagan region. 
Landslides can wipe out roads and 
highways and eradicate settled areas. 
Like flooding, landslides can threaten 
human life.  

Okanagan residents need no reminder 
of the region’s risk of forest fires. “It’s 
just a matter of time before we face 

Guy Robertson s a senior planner at TMC and an instructor at the Justice Institute of BC and Langara College. He has published 

two books and numerous articles on corporate security and disaster planning, and offered workshops and lectures at conferences 

across North America and in the UK.  



history), knowledge management 
(wikis), etc. 

4. System collects stats about the 
contact (time, date, duration, 
outcome, audio and other 
recordings, etc.) and enters 
information into customer 
relationship management system 

5. System provides real-time status 
to agents and management (stats 
on queue performance, agent 
availability, key performance 
indicators, etc.) 

6. System provides historical 
reporting and analysis 
(dashboards, pattern recognition 
with alerts, etc.) 
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Great Contact Centres—2017  By Ellen Koskinen-Dodgson 

Contact Centres have changed radically over the years. Most customer service-focused  centres used to 
meet customer needs with  call centres where agents answered calls, organized by priority and required 
skill set. Real-time stats and management reports were fairly basic. Over time call centres became multi-
channel contact centres where email, screen pops and chat have been added. Things continue to change 
and contact centres have grown into technology octopi, with more channels, sometimes call ‘Omni-
channel’ and more interconnections between applications. 

The Customer View 

Each customer has a preferred 
method of connecting with the 
contact centre. They may wish to use 
voice, email, web, chat with web co-
browsing, social, mobile web, or 
video. They want the easiest, fastest 
experience and they love to fantasize 
that the agent remembers them in 
great detail.  

The Agent View 

Contact centre agents are hired on 
the basis that they love to help 
customers. They also want to educate 
customers and solve problems when 
they arise. In order to achieve this 
they need lots of information about 
the caller as well as other knowledge 
(product information, customer 
history, wikis, etc.).  

Management View 
Contact centre management needs to 
know how customers feel, how agents 
feel, what each needs, and if there are 
ways to reduce costs without pain. 

No Longer a Call Centre 

As they say, you’ve come a long way, 
baby!  This is a great time to design a 
contact centre as there are so many 
options are available. Regardless of 
the bells and whistles, contact centres 
are very simple: 

1. Customer contacts centre through 
channel of their choice (voice, 
email, chat, etc.). If there will be a 
delay, they want feedback about 
this and they want to be able to 
change their channel midway (ex., 
a voice call opting for call-back in 
queue after waiting 60 seconds) 

2. System connects the best agent 
to handle the call or chat or… 
Routing is based on customer 
identity and status, agent skills, 
contact history, customer status 
(ex., third call today or scheduled 
for delivery today), satisfaction 
score, etc. This also integrates 
with workload management. 

3. System provides appropriate 
information to agent—initial 
customer screen on call answer 
(built-in CRM or integration with 
corporate CRM for access to 

Ellen Koskinen-Dodgson is President and Managing Partner of TMC IT and Telecom Consulting Inc. She is an IT and 
Telecommunications Management Consultant, electrical engineer, author, speaker, media resource and Expert Witness.  


