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Inside 
The RopeMaker Exploit - By John Glover 

‘RopeMaker’ is an acronym that stands for Remotely Originat-
ed Post-delivery Email Manipulation Attacks Keeping Email 
Risky.  Are not acronyms grand?  Absurd as the full name may 
sound, the threat presented by this new style of attack is no 
joke.  Remotely originated and post-delivery are the key 
words here. Look BOTH ways when crossing the NET! 

Improving Corporate Culture - By Ellen Koskinen-Dodgson 

Every organization, or department within an organization, has 
a culture. The 'Top Companies’, as reported in media surveys, 
have cultures that work really well and this is said to contrib-
ute in a big way to their success. Sometimes departmental 
subcultures are  at odds with the overall organizational cul-
ture. Sometimes the culture is harmful to business success - 
with employee attitudes and behaviours becoming toxic. Here 
are our recommendations, some easy to follow and some less 
so. 

Cloud Meets AI - By Peter Aggus 

'Artificial Intelligence' requires three components.  There is a 
need to process a vast library of data ( the experience), an abil-
ity to communicate with users more naturally (speech recogni-
tion and synthesis) and the ability to make sense of the spoken 
input (natural language understanding).  Cloud services are a 
great fit for the data side and several providers are getting 
increasingly capable with the others.  So, is the cloud about to 
take its next bold step?  Where might this fit into your enter-
prise and is it worth the risk at this stage...or is the real risk one 
of getting left behind? 

Double Disaster - No Cash, No Credit 
By Guy Robertson 
"Our reliance on cards under normal circumstances leads us to think that they will work 
forever," says Dave, a Vancouver bank manager. "That’s simply not true. In fact, many 
people would have neither cash nor credit after a big disaster such as a megathrust 
earthquake, and they could remain without funds for weeks. This is a scenario that 
disaster planners often ignore."   Here’s how bad it might be and what you should do to 
minimize the downside. 

Contact Centre Assessment 
Customer service has come a long way over the past few 
decades. Customers used to put up with a poor level of ser-
vice because the bar was set low - choices were few and 
limiting technology and corporate policy meant that com-
plaining didn't help. Now, customers have more choices 
and complaining can be much more effective. In fact, a 
complaint posted on Facebook or Twitter might go viral 
and a viral complaint can cause more damage to a compa-
ny than a multi-million dollar advertising budget can repair. 

If you focus on making callers feel valued, you spend time 
to select your system and plan the configuration very care-
fully. You also improve your policies and procedures. 

TMC can compare your reality to: 

 Customer expectations 

 Your own stated goals 

 Your peers 

 Best practices 
and recommend changes so that you can  meet your de-
sired scorecard. For no-obligation information on how TMC 
can help you improve, contact Ellen at 604-506-2905 or 
ellen@tmcconsulting.ca 

http://www.tmcconsulting.ca/
mailto:ellen@tmcconsulting.ca?subject=Contact%20Centre%20Assessment


Even If 
Even if armoured trucks could make 
their way to the branches of banks and 
credit unions, there would be no 
guarantee that branch employees 
would take delivery of cash supplies.  

“Bankers are human,” says Anita, a 
police officer in BC’s Interior. “When 
an earthquake strikes the most 
important thing to tellers and their 
supervisors would be their families. 
Who cares about cash when one’s 
child attends classes in a building that 
might collapse? Chances are that a lot 
of bankers will stay home, perhaps for 
days. So it’s probably a good idea for 
businesses to keep emergency cash.”  

Banks without Cash 
Caught without cash after a disaster? 
If a major power outage occurs—a 
common problem after earthquakes 
and severe weather—your credit cards 
and e-wallet on your phone could be 
useless and cash would be in short 
supply.  

Cash supplies of many financial 
institutions could diminish quickly. 
First, customers would demand more 
cash than usual. Second, armoured 
vehicle services might stop.  

Armoured Trucks 
Idle 
“Those big armoured trucks that 
transport cash supplies to different 
bank locations might run out of gas,” 
says Dave. “Gas stations and fuel 
depots might be closed. And if roads 
were impassable, or if a bridge or 
tunnel were damaged ...  

Moreover, after a disaster, armoured 
vehicles would not merit the same 
priority as vehicles for the police, 
firefighter, and ambulance crews. So 
the cash that we usually take for 
granted could sit in centralized vaults 
for extended periods.” 

Guy Robertson s a senior planner at TMC and an instructor at the Justice Institute of BC and Langara College. He has published 
two books and numerous articles on corporate security and disaster planning, and offered workshops and lectures at conferences 
across North America and in the UK. 

Double Disaster - No Cash, No Credit  

By Guy Robertson 

“Our reliance on cards under normal circumstances leads us to think that they will work forever,” says 
Dave, a Vancouver bank manager. “That’s simply not true. In fact, many people would have neither 
cash nor credit after a big disaster such as a megathrust earthquake, and they could remain without 
funds for weeks. This is a scenario that disaster planners often ignore.”   Here’s how bad it might be 
and what you should do to minimize the downside. 

Stash Cash 
It would be prudent to add a supply to 
your flashlights, packages of 
emergency food and water, and first 
aid kit. Hide it, of course, but make it  
easy to find when you need it.  

Staff should be advised to store 
hidden cash as well. People have 
contrived a number of different 
solutions for hiding it.  

“I keep around $200 in small bills and 
coins in a Tupperware container under 
my bed,” says a Vancouver Island 
credit union loans officer. “My 
manager keeps emergency cash in his 
freezer. A senior manager I know 
keeps a roll of bills and a supply of his 
blood pressure medication in a hollow 
metal broom handle, which he stores 
in his kitchen cupboard.” 

Maintaining a store of cash for  
emergency use and training staff to 
do so at home are important 
components of your Emergency Plan. 
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CSS also allows for he separation of 
how something is presented and the 
content that makes up that 
presentation — a partition that 
RopeMaker takes advantage of to 
manipulate what a user sees and 
interacts with when they open an 
email. 

According to Mimecast, an 
information security provider of an 
email security gateway, because CSS 
is stored remotely, an attacker can 
change aspects of a document’s 
layout without the recipient knowing 
about it. 

Because many email clients support 
CSS, it is possible for a threat actor to 
change the content of an email 
through remotely initiated changes 
made to the style sheet that is then 
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The RopeMaker Exploit   
By  John Glover 
‘RopeMaker’ is an acronym that stands for Remotely Originated Post-delivery Email Manipulation 
Attacks Keeping Email Risky.  Are not acronyms grand?  Absurd as the full name may sound, the 
threat presented by this new style of attack is no joke.  Remotely originated and post-delivery are the 
key words here. Look BOTH ways when crossing the NET! 

retrieved and presented to the user.  

Practicing Safe Hex 
If the email creator can gain access to 
the CSS tools from a trusted source, 
i.e. their own domain web server or 
one that is well controlled, then the 
CSS is less likely to be compromised.  
Otherwise, the CSS tools will be 
drawn from a number of other web 
services on the Internet which may all 
be subject to malicious activity. 

E-mail creators can also elect to 
include the CSS code in-line with the 
message text, which is what TMC 
does with the Advisor e-mails, so that 
remote modification is impossible. 

Trust but Verify 
We have to be reminded that when 
the Internet was devised there was 
not anything in that design relating to 
security.  These issues keep popping 
up as a result.  If you cannot be certain 
that your CSS and HTML technologies 
are not compromised, DO NOT USE 
EITHER OF THESE.  Live with the 
bland email.  Otherwise, stand in line 
as a willing victim. 

We Want ‘Pretty’ 
This exploit takes advantage of the 
desire to enhance a plain email text 
message with some ‘hypertext’ tools 
to transform it  into something much 
more pleasing.   

These tools are usually downloaded to 
the recipient’s email IN basket at the 
time of receipt.  One of these tools 
called Cascading Style Sheets (CSS) 
can be manipulated and can cause 
email recipients that invoke this web 
based CSS to become the target of 
opportunity for an attacker.  There are 
many variants of how this attack can 
happen which could include 
embedding malicious web site 
Uniform Resource Locators (URLs) 
into the text. 

Anatomy of the Exploit 
In a very fine article from ibtimes 
(http://www.ibtimes.com) this exploit 
is defined as follows: 

RopeMaker makes use of two 
technologies that are fundamental 
parts of the way information is 
presented online: Cascading Style 
Sheets (CSS)  and Hypertext Markup 
Language (HTML). CSS is a language 
used to describe how a document 
written up in a markup language like 
HTML is intended to appear. 

 



Generally speaking, very nearly 
everyone thinks that their behaviour is 
justified, so it’s worth finding out why 
they feel justified. You can’t fix a 
problem that you can’t define. It’s like 
the old joke about how to improve 
morale—”Layoffs will continue until 
morale improves.” 

Gathering this intelligence partly 
requires asking for feedback (formally 
and informally) and partly involves 
finding out for yourself but direct 
observation and discussion with staff 
and customers.  

Leadership 
When the goal is to increase staff 
engagement, leading by example is 
critical, even if it’s sometimes only 

Improving Corporate Culture 

By Ellen Koskinen-Dodgson 

Every organization, or department within an organization, has a culture. The  ’Top Companies’, as 
reported in media surveys, have cultures that work really well and this is said to contribute in a big way 
to their success. Sometimes departmental subcultures are  at odds with the overall organizational 
culture. Sometimes the culture is harmful to business success - with employee attitudes and behaviours 
becoming toxic. Here are our recommendations, some easy to follow and some less so.  

symbolic. If budget cutbacks are 
imposed, it sends the wrong message 
for staff to see management enjoying 
extravagances.  

Identify Purpose and... 
Most everyone wants to be able to be 
proud of their job. When I attended a 
ten year high school reunion, I was 
surprised to hear many answer the 
question “what do you do?” with an 
unhappy face and depressed tone and 
the answer “I work for XYZ”.  

People need to know the company 
mission statement (the short version) 
in terms of what commendable value 
you deliver and how their work makes 
a real contribution.  

Tell (or first create) stories about the  
company, the founders, previous 
employees, legendary projects... 
These are the stories that staff will tell 
their family, friends and each other. 
People like to believe that they’re part 
of something interesting and 
potentially awesome.   

What Is it, Really? 
Organizational culture describes the 
way that management and employees  
think, feel and act. According to 
Needle (2004) (Wikipedia), 
organizational culture is a product of 
history, product, market, technology, 
strategy, type of employees, 
management style. 

That’s a lot of factors, so the path to 
where you are now is complicated.  

Self Assessment 
First, look around you and think about 
the attitudes and behaviours that you 
see. Then think about why this is your 
current reality.  

A colleague of mine, in his earlier days 
as a call centre agent, used to 
disconnect a caller at the precise 
moment that his scheduled coffee 
break began. I was horrified when he 
told me until he added that his 
manager enforced everyone returning 
from their coffee break at the 
scheduled time, regardless of whether 
a customer call delayed the start.  

It was still a bad idea, but easy to see 
where the problem began. 

Ellen Koskinen-Dodgson is President and Managing Partner of TMC IT and Telecom Consulting Inc. She is an IT and 
Telecommunications Management Consultant, electrical engineer, author, speaker, media resource and Expert Witness.  
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Typical Applications 
Self-contained systems, like Amazon 
Echo or Google Home, allow control 
over technology (lights,  heating, 
entertainment systems, etc.). 
However, they are limited by the 
bandwidth between them and their 
internet-sourced database. As a result, 
one big concern is the amount of data 
that contributes to their response and 
how accurate that response might be 
to more complex questions. 

This is not an issue when trawling a 
bus timetable or other set of simple 
facts but becomes a problem where 
there might be multiple answers or 
where opinions come into play. 
Business solutions using cloud based 
services have, in contrast, much faster 

Cloud Meets AI By Peter Aggus 

‘Artificial Intelligence’ requires three components. There is a need to process a vast library of data (the 
experience), an ability to communicate with users more naturally (speech recognition and synthesis) 
and the ability to make sense of the spoken input (natural language understanding). Cloud services are 
a great fit for the data side and several providers are getting increasingly capable with the other 
components. So, is the cloud about to take its next bold step? Where might this fit into your enterprise 
and is it worth the risk at this stage…or is the real risk one of getting left behind?  

access to vastly increased quantities 
of data—leading to higher quality 
output. 

The first major AI applications have 
come in healthcare and leading 
hospitals are looking at using labwork 
and scan images as inputs to an AI-
based diagnosis assistance tool. 

Other applications have come in 
supporting call centres in areas like 
concierge services for the travel 
industry and advanced tech support. 
Both include options to guide call 
centre staff or to directly interface 
with callers—a next-generation IVR. 

Next Steps 
Is AI right for you-if so, local or cloud? 
If the dataset is limited (like a 
timetable) then a local hardware 
solution will be fine—otherwise cloud-
sourced AI may be a better fit for you. 
You need to fully understand the 
scope of your AI need and then build a 
dataset that will meet that scope. 
Some data may be yours but 
increasingly AIs will draw on public 
knowledge—where cloud excels. 

Components of AI 
The Data Library 

This needs to be matched to the scope 
of interactions that the AI will need to 
support. A bus timetable only needs a 
simple database of bus times, while a 
music player needs to have access to 
all data about all available recordings. 
A truly general purpose AI needs an 
encyclopedic source of data.  

Input & Output 

Verbal input is common and there may 
be a need for image recognition 
capability. Responses often require 
natural sounding speech synthesis. 

Understanding 

The AI has to work with the free 
format input and work out what is 
required of it. This is referred to as 
‘Natural Language Understanding’. 

The Big Four 
 AWS (Amazon) - includes Lex, 

Polly and Rekognition 

 Azure (Microsoft) - including 
Cortana, their Cognitive Toolkit 
and AI additions to Office 365 

 Google - including DeepMind and 
Google Assistant 

 IBM - based on their Watson 
platform  and open API interface 

Peter, as an engineer & technology management consultant, has developed innovative & cost-effective solutions for clients in many industries. 
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