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Inside 
Cybercrime Now Easier  
By Peter Aggus 
The UK police report that electronic crime is now the method 
of choice for modern criminals. The risks are low, expertise is 
easy to develop and the cost of mass replication of cybercrime 
processes are falling. Thanks to this mass replication, it is no 
longer just the lucrative targets that are worthwhile to crimi-
nals. Even companies previously considered at low risk to 
criminal attack (relatively low dollar value) are not safe. If you 
sell products or transact business online your risks are escalat-
ing. Here are our recommendations on how you should assess 
your risk and take action to reduce those risks. 

Five Emerging BI Trends  
By Lee-Ann Dittrich 
We’re on the verge of major changes to the way we do busi-
ness. Big data analysis, using the right tools, controlled by 
staff with the right skills will lead to a level of Business Intelli-
gence (BI) that we have never seen before. To make these 
changes possible, organizations will need some new tech 
tools, but most importantly, will need to hire staff with new 
skillsets. 

Why Big Data Projects Fail  
By Ellen Koskinen-Dodgson 
Last year, Gartner estimated that 60% of big data projects fail. 
Earlier this month, Gartner analyst Nick Heudecker tweeted 
that the real failure rate is closer to 85 percent. Why is that? 
Senior management hear amazing stories at conferences and 
they’re warned that if they don’t jump in, they’ll be left behind. 
Big Data seems to promise magical results, and as is common 
with all magical thinking (lose 30 pounds fast, learn Italian in 
six easy lessons, the miracle dog training whistle...) it is almost 
pre-ordained to fail. Here are the common failure points. 

AI Vision Can Be Tricked 
By John Glover 

A Tesla with driver-assist crashed when it misidentified a large white vehicle as 
a road sign. Google AI Vision identified a 3D printed turtle as a rifle. Optical 
illusions can now be deliberately crafted to easily fool AI Vision algorithms-a 
turtle to a rifle, John Doe to your company president; in fact, anything that you 
can imagine. What does that mean for general adoption of AI Vision in 
business? What additional security steps should you take before introducing AI 
Vision as part of your business or security processes? 

Disaster Recovery Checklist 
If you answer YES to any of the following questions, you 
need to revisit your disaster plan/business continuity plan: 

 Does your plan include how to respond to a 
pandemic? 

 Does your plan address succession planning for key 
staff? 

 Does your plan include strategic alliances? 

 Does your plan include flags for when it needs to be 
updated? 

 Does your plan include emergency communications 
with key clients? 

 Is your plan completely reliant on technology? 

More Information 
Contact Ellen to request a copy of our Disaster Planning / 
Business Recovery Checklist for a more comprehensive list 
of questions. ellen@tmcconsulting.ca 604-506-2905 
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adversarial image can become 
guacamole. 

This effect can now be predicted, such 
that objects can be deliberately 
crafted to fool a known AI algorithm 
into ‘seeing’ something quite 
different. 

This is similar to the way an image can 
be crafted to fool the human brain 
into ‘seeing’ what we call an optical 
illusion. However, what the human 
brain is fooled by often does not fool 
AI Vision algorithms—and, curiously, 
the reverse also seems to be true. 

Before You Jump In 
What does this mean for general 
adoption of AI Vision in business? 

The first lesson is that AI Vision 
deception is set to become another 
tool in the kit of an experienced and 
determined intruder.   

Consequences 
The Tesla incident caused death; the 
3D printed turtle likely caused 
engineers at Google many late nights. 
Clearly, AI Vision is far from prime 
time ready. Imagine tricking a self-
driving car into seeing stop signs 
everywhere, or worse, into seeing stop 
signs as trees. 

Rule Sets 
The compute power of an AI inference 
engine (which, in an “Expert” system, 
is used to mimic the capability of the 
expert) behaves according to a very 
well-crafted rule set.  

Any changes to this rule set, without 
serious care and a lot of testing, can 
cause unpredictable results. Subtle 
changes to the AI Vision rule set 
(called perturbations) could be 
unnoticed by the human eye, yet 
cause a variety of outcomes.  

Adversarial Images 
These perturbations are called 
adversarial images and can take many 
forms. Adversarial eyeglasses, for 
instance, can trick facial recognition 
systems into thinking you’re someone 
that doesn’t even look like you. A 
tabby cat photo distorted by an 

AI Vision Can Be Tricked By John Glover 
A Tesla with driver-assist crashed when it misidentified a large white vehicle as a road sign. Google AI 
Vision identified a 3D printed turtle as a rifle. Optical illusions can now be deliberately crafted to easily 
fool AI Vision algorithms—a turtle to a rifle, John Doe to your company president; in fact, anything that 
you can imagine. What does that mean for general adoption of AI Vision in business? What additional 
security steps should you take before introducing AI Vision as part of your business or security 
processes? 

We need to ask if we have learned 
anything about rapid deployment of 
technology before we have fully 
baked-in security and privacy.  
Developments such as in the IoT 
(Internet of Things/Everything) and 
recent issues with voice actuated 
home assistants should be cause for 
concern on many fronts.   

The main lesson is that no matter how 
enticing the potential benefits of AI 
Vision may be, many additional 
security steps should be taken before 
introducing AI Vision as part of 
business processes.  

Any AI Vision pilot project needs to be 
absolutely under the guidance of 
internal or outsourced security 
experts. Responsible decision makers 
will want to ensure that basic security 
and privacy capability is available and 
reliable.  

If you ignore these lessons and don’t 
practice due diligence and best 
practices, law suits or the regulator 
may come calling—and the down side 
risk is not attractive. 

John Glover assists national and international clients with governance, IT systems compliance auditing, IT risk assessment, infor-
mation policy formulation and PCI data security 
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‘pretending’ to be someone else. The 
victim then ends up billed for the 
transaction and disputes it - leading to 
much argument and likely loss for the 
company. 

Forensics 
With many of these crimes, the trail is 
cold by the time that the crime is 
discovered, so advanced forensics are 
needed to find out what happened. 

This makes it very difficult for law 
enforcement agencies to prove a 
criminal to be guilty and more likely  
the criminal will ‘get away with it’. 

What You Need To Do 
A lesson to learn, for businesses, is to 
collect as much transaction data as 
possible to aid possible future tracing. 

Cybercrime Now Easier By Peter Aggus 
The UK police report that electronic crime is now the method of choice for modern criminals. The risks 
are low, expertise is easy to develop and the cost of mass replication of cybercrime processes are 
falling. Thanks to this mass replication, it is no longer just the lucrative targets that are worthwhile to 
criminals.  Even companies previously considered at low risk to criminal attack (relatively low dollar 
value) are not safe. If you sell products or transact business online your risks are escalating. Here are 
our recommendations on how you should assess your risk and take action to reduce those risks.  

If you take payments for goods and 
ship them by mail, how sure are you 
that the payment is genuine? Could 
that credit card payment that the card 
company ‘authorized’ end up actually 
being declined? 

The problem with credit card 
transactions is that the initial 
validation is a ’pre-authorization’ and 
the real validated transaction only 
takes place when you close up the 
transaction batch—often that night. 
Batching may save a little in 
transaction costs but the exposure to 
risk of fraud is immense.  

You may well have shipped goods and 
be left without payment. The risk is 
most acute across an international 
border because payee addresses 
cannot easily be validated.  

The key is often to close the 
validation loop and make sure that 
payment is completed before goods 
are released. 

Adequate review of credit card 
deposits is also critical to detect 
fraudulent items.  

Traditional Crime vs. 
Cybercrime 
Theft used to mean ‘breaking in’, 
grabbing the ‘loot’ and making a 
getaway. The need to be present 
increased the risk of capture. Escape 
had to be part of the plan. 

Computer fraud (basically theft), is 
generally low risk. This is different 
from hacking and cyber ransom risks 
because it is not designed to ‘do 
damage’. In fact, most successful 
cybercrime is virtually invisible until 
you do a stock or financial audit. 

Worse yet, these new crimes are very 
easy to replicate on a massive scale so 
even low dollar value targets are now 
worthwhile. 

Digital Fraud 
Computer tricks are increasingly used 
to order goods for delivery and avoid 
paying for them. The criminal will 
superficially satisfy the ‘payment 
check’ such that the goods get 
shipped, but completion of the 
payment fails because the superficially 
valid credit card or payment account 
turns out to be fake. 

In other cases, cash or other 
negotiable funds are stolen by 
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’story-telling’  and investigating the 
‘why’ of things.  

This mixed skill set is so important 
that universities are developing new 
programs to address this. 

3. The CDO 
The value of data (as the precursor to 
information) is increasing quickly so 
Gartner and others predict that by 
2019, 50% of large companies will 
have a Chief Data Officer with similar 
levels of strategy influence and 
authority as the CIO. 

4. Data Quality 
Organizations are already seeing the 
results of unreliable data. In 2016, 
Gartner reported that their 
respondents reported that they were 
each losing  an average of $9.7 million 
annually due to poor data quality.  

Five Emerging BI Trends By Lee-Ann Dittrich 

We’re on the verge of major changes to the way we do business. Big data analysis, using  the right tools, 
controlled by staff with the right skills will lead to a level of Business Intelligence (BI) that we have never 
seen before. To make these changes possible, organizations will need some new tech tools, but most 
importantly, will need to hire staff with new skillsets.  

Many organizations report that they  
do not have confidence in their data 
validity. As data volumes increase and 
its strategic importance increases, 
data management becomes more 
crucial. 

This will require another new 
specialty, the data engineer. The data 
engineer  needs to design, build and 
manage the technical infrastructure 
that supports all corporate data. They 
will oversee the processes, databases 
and applications that will extract data 
from business systems so that the 
resulting information can be used by 
nontechnical users to gain insights 
and support sound business decisions. 

5. Evolution of IoT 
And finally, the Internet of Things 
continues to fuel much of the growth 
in the amount of  data to be managed 
and analyzed.  

A category of mobile IoT devices will 
use Bluetooth Low Energy (BLE) 
technology for indoor location 
services as GPS doesn’t work well 
indoors. This will allow the tracking of 
devices and people for enhanced 
security, and even to provide 
enhanced personal experiences. 

Many Forecasters 
Tableau Software, a data analysis 
software developer, has collected big 
data analysis forecasts from Gartner, 
IDC, LinkedIn and many others. Five 
major trends are emerging. 

1. Machine Learning  
Machine learning will make data 
analysis much easier and faster. 
Unfortunately, there is some 
resistance from data analysts and 
scientists as they worry that it will 
eliminate their jobs. It won’t; it will 
make their jobs more fun, removing 
some drudgery and allowing them to 
spend time more time thinking about 
‘why’.  

For example, if the AI identifies to the 
Data Analyst that consumption of 
widgets was higher in October, the 
analyst can spend time and energy 
thinking of possible reasons, then 
investigating. In time, it will also allow 
unskilled users (CEO’s, etc.) to ask data 
analysis questions of their phone. 

2. BI Skills 
Data analytics has deep IT roots so 
jobs have typically been filled by IT 
grads. Industry is beginning to 
understand that liberal arts-type skills 
are also needed so companies are 
increasingly hiring liberal arts grads for 
this work. Liberal arts skills include 
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Marketing, their buy-in is a 
prerequisite for success. 

Unfortunately, the process is often 
flawed. Senior management directs IT 
to deliver the project. IT develops 
project requirements through talking 
with Sales and Marketing, but they’re 
not properly involved.  

Part way through the project, they 
begin to understand the total cost of 
ownership and they don’t like what 
they’re hearing.  

They don’t understand how the 
delivered project will change and 
disrupt existing work flows and when 
they find out, they don’t like that 

Why Big Data Projects Fail By Ellen Koskinen-Dodgson 

Last year, Gartner estimated that 60% of big data projects fail. Earlier this month, Gartner analyst 
Nick Heudecker tweeted that the real failure rate is closer to 85 percent. Why is that? Senior 
management  hear amazing stories  at  conferences and they’re warned that if they don’t jump in, 
they’ll be left behind. Big Data seems to promise magical results, and as is common with all magical 
thinking (lose 30 pounds fast, learn Italian in six easy lessons, the miracle dog training whistle...) it is 
almost pre-ordained to fail.  Here are the common failure points. 

either. They may not refuse to 
participate since senior management 
has mandated the project, but passive 
resistance can be very effective. 

Communication 
Differing communication styles can 
cause a program to fail.. Technical 
people tend to provide every bit of 
information so that the audience can 
know the full and complete 
story...every detail, fully loaded with 
jargon, sometimes in a 200 page 
report. 

Senior management and non-
technical people tend to like stories. 
They want the writer to paint a short, 
easy  to understand  picture that 
identifies what they’ll get and what 
they’ll lose. When they receive a 
report that they can’t handle, they 
can get disillusioned.  

Data Hygiene 
And finally; in fact, the most 
important reason, if your data is 
unreliable, no amount of analysis will 
provide useful business insight.  

Goals 
Many failures result from lack of focus. 
When asked, team members all seem 
to provide different answers to ‘What 
are we trying to achieve? What 
business problem are we trying to 
solve?‘ Everyone is aiming at a 
somewhat different target. 

Lack of Resources 
Perhaps most failures are a result of 
starvation. The project gets senior 
management approval but inadequate 
resources are allocated. Somehow, 
team members are expected to deliver 
the project without shedding any of 
their current workload. Dedicated 
workspace and IT infrastructure are 
not provided. Outside expertise is not 
approved. 

It doesn’t take long before a few team 
members show up to project meetings 
without having completed their 
assignment from the previous 
meeting.  Then a few more don’t 
deliver. Then team members start 
missing meetings… 

Customer Buy-In 
As these projects are generally created 
for the benefit of a specific 
department such as Sales and 
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