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It’s Life...But Not As We Know It By Peter Aggus 

We are all working in a new and somewhat unfamiliar environment—both at home and at work. 
Dealing with “Social Distancing” is now the new norm. Some think (or maybe hope) that this is 
all temporary and that life will magically return to normal in the near future. But will it? Even if it 
does, is there a risk of more pandemics around the corner that will precipitate a return to isola-
tion rules? Or are we going to learn the lessons of this pandemic and be ready for the next?  

The Other Way to Handle Disaster By Thomi Glover 
A year ago it would have been unimaginable that we would be dealing with a pandemic that has 
killed thousands of people and brought many organizations to their knees. This will likely change 
the way that we do business, not just for the foreseeable future, but forever. My husband, an 
information security specialist, often comments on the regularity of cyberattacks and the anxie-
ty that that creates. But there is another level of anxiety in this situation that badly needs atten-
tion, and that is the anxiety that we all face as the world that we knew crumbles before our eyes.   

The Time for Security Awareness By Matthias Koch 

With COVID-19 disrupting business operations in an unprecedented way, many organizations 
have been required to adapt to remote working. While many managed to deploy the required 
infrastructure and technologies to enable their workforce to work from home, how about securi-
ty awareness training? Who has access to the company’s data when working from home, in 
many cases from a shared workspace? What happens to the printed documents that may con-
tain confidential information?   

The Risks of Shadow IT By Ellen Koskinen-Dodgson 

When we conduct IT department assessments, an important area of investigation is “shadow IT.” 
Shadow IT refers to the situation where user departments reach out directly to suppliers to sign 
up for software applications that meet their business needs (bypassing their organization’s IT 
department to do so). This process can put the company at risk. These risks include security, vio-
lation of provincial or federal privacy laws and more.  

Pro-Bono Offer for School Districts 
TMC has decided to donate our expert advice to school districts in need. We would like to  
assist you as you make the transition from classroom learning to online education, and help 
you with any problems you may experience along the way. TMC consultants include instructors 
who use online learning platforms and engineers with considerable knowledge of collaborative 
learning environments. If this might be of interest to you, feel free to contact Ellen at   
ellen@tmcconsulting.ca. 

http://www.tmcconsulting.ca/
mailto:ellen@tmcconsulting.ca?subject=Pro-Bono%20Offer%20for%20School%20Districts


You will need to move your workers 
back to the office in a controlled way. 
They will also need to return hastily 
borrowed technology—computers, 
screens, phones etc. Your systems 
people will need to put it all back 
together without compromising 
service. You will also need to re-
assemble all the paper files that were 
borrowed and update  documentation 
control to reflect any changes. 

Telepresence Lessons 
Teleworking is not just about you, it’s 
about your clients and how they 
interwork with you. Many companies 
told us that they were restricted by 
security policies (for many good 
reasons) and not allowed to do shared 
desktop conference calls with clients. 
However, with careful planning it is 
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possible to use teleconferencing 
software and keep it apart from 
corporate IT, but that is only 
important in teleworking scenarios 
(not normal mode). Companies need 
to start thinking outside the box and 
creating solutions, even if those 
solutions are normally of no use. We 
need to understand that “business as 
usual” is history; COVID-19 has 
changed all of that. However, for 
businesses, survival is optional. What 
is your choice? 

The Future 
Once the dust finally settles you 
should consider lessons learned and 
prepare for next time. Our new life 
post-COVID-19 will likely have many 
differences from what we were used 
to. One of those differences should be 
that we are ready to do a better job in 
a future disaster response scenario. If 
teleworking was a solution for you 
this time, how will you do it better 
next time? 

If not, could you learn from what 
others did this time? TMC is ready and 
able to help you plan better, just give 
us a call. 

Panic Rebuild 
Many businesses rushed into remote 
working scenarios. This involved VPN 
access to the office LAN and the 
applications hosted there. Sometimes 
VoIP technology provided screen-
based telephones connected to the 
office system to support call centre 
type features. Unfortunately, hard 
copy documentation support was 
rather haphazard in most cases, with 
staff often just grabbing folders they 
might need with little thought to 
documentation control or shared 
access where multiple employees may 
need access to the same files. 

In short, as Spock said in the song 
“Star Trekkin’”: “It’s life Jim, but not as 
we know it.” We may have a working 
business that continues to function 
and keep us afloat, but soon we will 
have to transition back to life as it used 
to be, and that may be more difficult 
than we think. 

Post Disaster Recovery 
This is all better than nothing and 
businesses that have not been able to 
go this far could even fail to recover 
post-COVID-19. However if you are 
feeling smug in teleworker mode, 
spare a thought for how you will 
transition “back to normal” whenever 
we can start doing that. 

Peter, as an engineer & technology management consultant, has developed innovative & cost-effective solutions for clients in many industries. 
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Growth Comes from 
Understanding Yourself 

The first step is to learn about your 
own personal reactions to fear and 
anxiety.  We each react to these things 
differently, and based on our own 
personality patterns and preferences 
we can create ways to stabilize, and 
even get creative. This kind of 
emotional intelligence can help us 
understand habitual thinking and 
behavioural patterns, and discover 
ways to move on from events that 
once caused us to react negatively. By 
learning about yourself, you can 
deliberately do things that will lower 
your anxiety and raise your creative 
thinking processes, both for yourself 
and for your business. In times like 
these we all need to develop self-
sustaining and organizationally 
supportive practices. 

Emotional Intelligence 

Unlike the other consultants of TMC, I 
specialize in emotional intelligence 
and the people part of organizational 
effectiveness. Emotional Intelligence 
has many definitions but for our 
purposes it is “self-awareness, self-
management and relationship 
effectiveness.”  One of the key 
challenges we see everywhere at the 
moment is people struggling to 
understand what this pandemic and its 
accompanying change is doing to their 
lives, to their futures, to their 
organizations, and to our country.  
Undoubtedly it is a scary time, but it is 
also a time of opportunity. 

Pandemonium Does 
Not Have to be Scary 

When the world is turned upside 
down, the usual response is to go into 
some kind of free-fall accompanied by 
fear, anxiety and possibly panic. As a 
number of leaders have said, there 
hasn’t been a crisis like this since 
World War II, which some of us may 
remember, but for the new generation 
of professionals is likely not a memory, 
just history. In times of radical change 
or upheaval, most people react in the 
same way: disbelief, anger and fear. 
But there is another way. 
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Taking Care of Your 
Health 

Another thing to monitor is personal 
health, especially the immune 
system.  From the field of 
psychoneuroimmunology we know 
that one of the primary things that we 
can do to support our immune 
systems is take care of our mental/
spiritual health. Taking time to 
partake in activities that bring 
satisfaction and delight can make a 
noticeable difference in creativity and 
stress levels, and organizational 
effectiveness.  

Most importantly, be intentional with 
your time and what you invest your 
energy in, because this storm that we 
are all weathering is not ending any 
time soon. 

Thomi is an Executive Coach, Leadership and Organizational Development Consultant and facilitator of custom processes that build effective 
teams, enhance leadership and develop emotional intelligence.  
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copies and files when they are away 
from the office.  

Policies Provide 
Protection 

While many IT departments have 
managed to deploy the infrastructure 
for remote workers or adapted a 
BYOD (Bring Your Own Device) 
model, in many cases the security 
policies framework was not adapted 
to the new reality. Many organizations 
still don’t have an acceptable use 
policy that deals with the security of 
the infrastructure and the protection 
of sensitive information and personal 
information, particularly in a home 
office environment.  An acceptable 
use policy is not just an important tool 
to help staff to recognize risks and 
refrain from insecure behaviours, it is 
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an essential component in protecting 
a company’s assets and data. In 
addition, an acceptable use policy can 
also help to limit the organization’s 
liability in the event of a data breach, 
hacking incident, or any other 
cybercrime incident. 

We Can Help 

TMC can assist in providing Security 

Awareness Training for your 

organization. We will help you to 

update your organization’s security 

policy framework, and ensure that 

your employees are well armed 

against cybersecurity risks. Security 

Awareness Training can be delivered 

remotely to help your employees 

keep security top of mind, so you can 

focus on deploying new work form 

home strategies for your company, 

and everyone involved in it.  With a 

little bit of work, we can all stay safe 

in these troubling times. 

Crime Amidst Chaos 

Cybercriminals have already begun to 
take advantage of the unique 
opportunity provided by the ongoing 
COVID-19 pandemic. They are actively 
targeting home workers who seem to 
be providing an easy way to gain 
access to the corporate networks. Ever 
since employees made the shift to 
working from home, the volume of 
phishing emails received by corporate 
users has increased significantly, and 
many of the emails target remote 
workers.   

The Best Defense is a 
Good Education 

Security Awareness Training is vital to 
the education of staff, and to ensure 
that they are aware of the risks that 
they are likely to encounter. It also 
ensures that employees understand 
their responsibilities in protecting the 
corporation’s privacy. By educating 
workers about possible attacks, 
Security Awareness Training gives 
them the tools to identify threats and 
vulnerabilities, and take the basic 
steps to protect the organization’s 
data. It also teaches staff how to 
secure the workplace at home, 
including how to deal with paper 

Matthias is a seasoned IT executive and an instructor for Information Security at Okanagan College. He has many years of experience in the 
private and public sector and has worked on numerous high profile projects for multinational companies.  
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happens to expose the problem, 
sometimes dramatically. 

Data Loss: Some applications 
operate on departmental PCs and 
may not be properly backed-up. 
When data is lost, there’s nowhere to 
turn. 

Security: Security patches may not 
be applied. Unauthorized employees 
may gain access to important data 
and may even be able to modify it. 
Shadow IT in the cloud could have 
inappropriate permissions and 
security setting established. Hacker 
access (such as the use of DNS 
tunneling) can operate unhindered to 
copy or remove data offsite. 
Ransomware access is also enabled.  
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When we conduct IT department assessments, an important area of investigation is “shadow IT.” 
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Taking Back Control 
Sometimes the IT department is 
aware of shadow IT activities within 
their organization, but more often 
they only know part of the picture. As 
we discover with our clients, the list of 
applications provided to us at the start 
of an engagement is much smaller 
than the final list of applications that 
we compile. There are two major 
ways to reduce shadow IT: 

Communications: Create and 
implement a communications plan to 
improve relationships with user 
departments. Encourage them to use 
you as an advisor and let you take 
responsibility for all applications.  

Monitoring tools: Monitor the 
software being used by employees. 
Monitor the websites visited by your 
employees and how much time is 
spent on each. Monitor or block the 
use of USB devices.  

Why Shadow IT? 
It’s very common and the process is 
simple: user departments bypass IT 
and deal directly with an application 
supplier. It’s not a new phenomenon 
but it matters more now because the 
inherent risks are much bigger than 
the shadow IT risks of years ago.   

There are many reasons why users 
bypass IT. Often, the supplier has an 
application that meets user needs 
much better than existing, supported 
applications. Sometimes it’s because 
users think that “IT has no time” to 
help find, assess, install, and support a 
new application. And sadly, some 
employees feel entitled to use social 
media and download “fun” software 
and movies during working hours.  

The Risks 
Privacy: We operate in accordance 
with privacy protection laws. Each of 
provincial and federal, public sector 
and private sector have laws that 
govern how data can be collected, 
processed, stored and disclosed and 
there are penalties that can be 
imposed for violations. Shadow IT 
often results in the use of software 
that doesn’t comply with privacy laws 
with no one the wiser until something 
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