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Beware of the Dragon By Peter Aggus 

The controversy surrounding Huawei is often front-page news these days. The US wants them re-
moved from all networks on security grounds. The UK has just mandated that no new Huawei kit 
will be installed and all existing kit must be removed over the next few years. This will have a mas-
sive impact on 5G rollout as well as costs from pulling out perfectly good equipment. Time for a 
closer non-political look at what this all means to operators and customers. 

The History of Ransomware By Elleni Koskinen 

Ransomware attacks have posed a considerable threat to individuals and organizations alike since 
the mid-2000s. However, the first attack actually occurred much earlier, in 1989. Since then, at-
tacks have gotten much more sophisticated and prevalent. Let’s take a look at how ransomware 
has evolved over the years, how it attacks and who it targets, and what the future of ransomware 
looks like. 

Before the Security Scan By Ellen Koskinen-Dodgson 

Many IT departments run vulnerability scans or pen tests, then fail to take action. After a major 
data breach an IT Director will be asked “Did you know about this risk?” Far too commonly, the 
answer is “Yes but we haven’t had time to deal with it—our scan report made so many recommen-
dations!” Best practice is to focus security efforts on sensitive and critical data. So before you scan, 
decide what data needs protecting and where it can be found. 

Understanding Natural Risks By Guy Robertson 

Natural risks affect every environment on Earth. No space is free from natural phenomena that 
human beings consider negative: high winds, floods, storms, epidemics and pandemics, earth-
quakes, tsunamis, wildfires, landslides, volcanic eruptions, and heat waves. Given the current state 
of affairs in our world, more organizations than ever are coming face-to-face with the reality of 
their preparedness (or lack thereof) for natural risks. 

What Type of IT Department Are You? 

There are 3 kinds of IT departments, find out where you stand: 
Run: Keeping the lights on  
Grow: Improving existing systems 
Transform: Changing the nature of the business 

For more information, or to request a free copy of “IT Assessments 123,”  
email: assessment@tmcconsulting.ca. 

http://www.tmcconsulting.ca/
mailto:assessment@tmcconsulting.ca?subject=Free%20Copy%20of%20%22IT%20Assessments%20123%22%20


What Now? 
That trust in the UK has now 
evaporated and no new equipment  
will be installed from the end of 2020 
with all existing equipment removed 
by 2027. It is not yet clear if that also 
includes networking kit outside the 
cellular network because all rhetoric 
currently refers to 5G. The UK cost is 
estimated to be over US$2.5b and 
cause a delay to 5G rollout of up to 3 
years. 

The cause of the reversal in UK policy 
seems to be the US restriction on 
Huawei access to component parts 
based on US technology—forcing 
them to use Chinese technology and 
thus breaking the trust established 
earlier. The same drivers are likely to 
impact Canada and, given Huawei’s 
major role in our cellular networks, 
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may well have similar major financial 
and delay implications for us. 

With Huawei’s major role in supplying 
networking and cellular equipment,  
there is now a very real concern over 
supply diversity. Most competition 
currently comes from Nokia, but 
Europe and North America are pushing 
other suppliers to fill the gap. 

The Future 
One can never be sure whether the 
security concerns are indeed real, or , as 
China claims, simply imagined. Even if 
they could be proven false, there is no 
way of guaranteeing that future 
developments will not make them very 
real. 

Economically this concern is not limited 
to Chinese 5G equipment, or even to 
Huawei. ZTE and other Chinese 
companies have investments in other 
areas, including nuclear power, that 
may well be called into question next. 
Ultimately this comes back to a 
question of trust—and that, sadly, is 
political not technical. 

What Is the Issue? 
The problem is the embedded software, 
which can contain “Easter Eggs” and 
other malignant code that may trigger 
at some future time, or may by activated 
by remote control. The code can modify 
the way the unit works in a malevolent 
way, or stop it from working entirely. 
The results of a shutdown could be 
catastrophic—and you would never see 
it coming (or even be aware that the 
“feature” existed). 

Hacking 
There is certainly a risk that traffic can 
be monitored or relayed to a third party. 
This is a risk but not a significant one 
because secure messages are end-to-
end encrypted and copying them is of 
little use without decryption keys. 
However  just knowing that a message 
passed from A to B is technically a hack. 

Trust 
The issue is really one of trust—whether 
you believe that software hacks might 
have been inserted in a particular 
manufacturer’s hardware. This was 
years ago seen as a risk with the then 
new Huawei kit in the UK. The company 
agreed to manufacture all equipment for 
UK installation in the UK and to install 
only software written in the UK. The 
software source code could be certified 
safe and only UK signed software was 
permitted to be used. 
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pave the way for future attacks. Early 
cybercriminals typically wrote their 
own programs, but today, we’re 
seeing a shift towards pre-made, 
“ready-to-attack” products that are 
made and distributed by others. This 
results in more sophisticated attacks, 
with harder to crack (sometimes 
impossible) encryptions. This has also 
opened the door  to ransomware as a 
service, whereby cybercriminals will 
develop the ransomware software and 
license it for a fee (usually a 
percentage of the ransom that is 
acquired). 

Who is at Risk? 
Ultimately, everyone is at risk of an 
attack, however the truly 
sophisticated and targeted attacks are 
generally reserved for bigger targets. 
This means that while the average 
person may get a very generic 

What is Ransomware? 
Ransomware is a type of software that 
gains illegal access to secure files, 
systems or devices, then blocks 
legitimate users’ access. In order to 
regain access to the contents being 
hostaged, victims need to pay a ransom. 
This grants them access to the 
decryption key. Unfortunately, as some 
victims have discovered, paying the 
ransom does not always ensure that 
their access is unlocked. Some experts 
estimate that this happens as often as 
25% of the time. 

The First Attack 
In true 80’s style, the first ransomware 
attack was perpetrated via floppy discs. 
An AIDS researcher distributed 20,000 
floppy drives to other researchers all 
around the world, telling them the disc 
contained a questionnaire to determine 
if a patient had AIDS. However, 
unbeknownst to them, the drive also 
contained a program that initially 
remained dormant, and then after a pre-
determined number of shut-downs and 
reboots, would hold the computer and 
its files hostage until the user paid a 
“licensing fee” of $378.  

The Evolution 
Things have dramatically changed since 
that rudimentary early attack, but it did 
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phishing email, a larger target (perhaps 
an employee within a corporation or 
public sector organization) will receive a 
spear phishing email. These emails tend 
to be believable and personalized to 
include “insider information.” For 
example: “Hello David, we were 
contacted by your purchasing director, 
Miranda Cole, to confirm your 
upcoming order. Please see the 
attached invoice.” The goal is to lull 
users into a false sense of security so 
that they are more likely to click on 
links or open attachments without 
suspicion.  

Looking Forwards 
Going ahead, we can expect to see 
more attacks and larger ransom 
demands. Although many victims are 
successfully avoiding paying ransoms 
through the meticulous preparation of 
external back-ups, it only takes a small 
percentage of successful payouts to 
continue incentivizing and encouraging 
cybercriminals . The lesson here is that 
the best defense against ransomware 
attacks is education among all staff 
members, and frequent, tested, 
backups. 
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property protection or competitive 
performance.  

The Security Committee requires 
input from operational groups, HR, 
and those responsible for privacy, 
regulatory and legal requirements.  

A facilitator can help them map out all 
business processes and to categorize 
the processes or the associated data 
by priority level. With our clients, we 
produce a “Diagram of Everything” 
that we use as a starting point for  
understanding their processes and 
data flow.   

The process can take a week or two of 
full time effort, or much more if 
spread over shorter sessions. The 
more the work is broken up over a 
longer period of time, the less 
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effective and efficient the process 
becomes.  

Identify Risks  
Next, the committee needs to review 
processes to identify how that 
important data may be at risk. In 
addition to risks that can be addressed 
by IT security, examples include end-
user caused problems or physical 
security such as: 

 Shared passwords or accessible 
password lists 

 Local file storage on laptops or 
flash drives 

 Files sent to a personal email 
account to support work from 
home 

 Computers accessible to family 
members or unattended printed 
material when working at home 

 Network equipment or servers 
stored in file rooms, shared rooms, 
or rooms with inadequate physical 
security 

Prioritizing risks and establishing 
mitigation plans, including adopting 
recommendations from a scan, will be 
discussed in the September 2020 issue. 

Buy-In 
The first step is to gain corporate buy-in. 
After all, security is everyone’s business 
and IT can’t assess security risks alone. 
Part of building this buy-in requires IT to 
inform senior management about the 
risks associated with IT security. While 
so far the risk of fines is low in Canada, 
the risk of expensive data breaches are 
increasing and the landscape is 
constantly changing.  

For example, CTV reports that in 2019, a 
Canadian company paid a 1.27 million 
dollar ransom, then lost over 10 days re-
establishing operations.  Further to this, 
the Verizon 2020 Data Breach 
Investigations Report identifies that 
27% of malware attacks are now 
ransomware, and that ransomware risk 
is on the rise. 

The goal of senior management buy-in 
is to establish and fund an organization-
wide Security Committee that will 
determine what data needs to be 
protected and where that data can be 
found.  

Assess Processes 
Categorizing data as critical and/or 
sensitive may be based on regulatory 
and legal compliance, privacy 
(customers and employees), intellectual 
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or air conditioning. Prolonged heat 
waves can injure employees, lead to 
wildfires, power surges, or blackouts, 
all of which could result in data loss. 
As our world heats up, we must 
prepare to protect ourselves with 
better environmental controls in our 
offices and include more 
comprehensive data backup and 
recovery measures.  

Epidemics and 
Pandemics 
Like other natural risks, I regard their 
likelihood as strong but the timing of 
their occurrence impossible to predict. 
Unlike other natural risks, they do not 
lead directly to the deterioration of 
organizations or their data, but they 
can pose a serious threat to public 
health. The direct business effect of 
the 2020 novel coronavirus pandemic 

Understanding Natural Risks By Guy Robertson 

Natural risks affect every environment on Earth. No space is free from natural phenomena that human 
beings consider negative: high winds, floods, storms, epidemics and pandemics, earthquakes, tsunamis, 
wildfires, landslides, volcanic eruptions, and heat waves. Given the current state of affairs in our world, 
more organizations than ever are coming face-to-face with the reality of their preparedness (or lack 
thereof) for natural risks. 

is mainly seen in the government 
enforced orders to close  organizations 
in all sectors. Indefinitely thereafter, 
many workers will worry about health 
and safety matters in their workplaces, 
with specific concerns about 
contracting COVID-19. Higher 
standards of sanitation will be necessary 
in workplaces, particularly those that 
attract large numbers of patrons during 
peak operating periods. As always, 
there are concerns about second waves 
of infections, and public health 
authorities warn that if one were to 
occur, more (and possibly longer) 
closures would be necessary. Businesses 
should investigate the provision of off-
site service (work-from-home options, 
virtual appointments, relocating 
outdoors, etc.) to continue operating. In 
a pandemic-related economic downturn 
that leads to service limitations, many 
organizations could face permanent 
closures.  

In the coming issues I will continue to 
address other risk categories. 

Generally Speaking 
For the indefinite future, organizations 
should prepare to deal with a broad 
range of natural risks. However, 
generalization, particularly regarding 
future events, can be problematical. As 
many futurologists have discovered—
should they live so long—making 
generalized predictions can lead to 
embarrassment. For example, I am 
certain that climates are changing and 
that the world is heating up. However, I 
cannot predict exactly when and in what 
locations higher temperatures will 
occur. In any event, I encourage 
everyone to consider the natural risks in 
their risk profiles and mitigate those 
risks as much as possible. This can be 
achieved through the improvement of 
structural and non-structural elements, 
appropriate levels of protection for data 
that can be easily (and inexpensively) 
backed up, the development of strategic 
alliances and, as always, proper 
orientation and training for life safety.  

Climate Change 
Now and in future, we should be 
concerned about climate change and its 
effects, especially in regions where heat 
waves make work difficult and 
sometimes unbearable in small 
workspaces that lack proper ventilation 

Guy Robertson is a senior planner at TMC and an instructor at the Justice Institute of BC and Langara College. He has written five books and numer-
ous articles on corporate security and disaster planning, and offered workshops and lectures at conferences across North America and in the UK. 

This article is reproduced from the July 2020 
edition of  TMC’s Advisor 

©2020 TMC IT and Telecom Consulting Inc.  


